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%% , BiX/ Droppedit#is4aigK , RIPYFIFEREEES.1 KOS ITEEER$8.1.1 display qos queue-statistics interface outbounddisplay qos queue-statistics interface outbound#$ AR ERIFEOGIEFRAMSEITHER. [F4] (JMiEiTRI ) display qos queue-statistics interface [ interface-type interface-number [ slot slot-number ] ] outbound ( IRF4&
% ) display qos queue-statistics interface [ interface-type interface-number [ chassis chassis-number slot slot-number ] ] outbound [fiE ] EEME (&R~ AT ] network-adminnetwork-operator [ £41] interface-type interface-number : #§EEOXRINEORS, NRKRIBELSH , BETRFAEEOMIIE A BTSSR, slot slot-number : B/RIEEER _EIEOIAT
HABRNSEIHER, slot-numberRRERFEMEMLS, NRKRIBEASSH  BREREREALAEMANISZITHEE, REHEEEONRSEONAZHESH, (JHIEITED ) chassis chassis-number slot slot-number : ERIEEMRIRE LIEEER EZEOMNEABMNSGITER, chassis-number®RIEEZEIRFRMMERS | slot-numberR/RERFFAEMEMNS, NRKRIBESSH ,
BREREREOLEAEMAIIZTHES. RESEEROARSEONAZHIESH, (IRFEX) [EAES] BRIRENIHBERFZERNELNBFEEHNE. FHEMNIERXEFNMIEEHE. FHHRNAITER. WFSPEX-120481k , XZHERELNBFEEHE. FHHEMNAITIEL. [(#0]] # 2REOGigabitEthernet3/1/18A I B EAITER. display gos queue-statistics
interface GigabitEthernet 3/1/1 outboundInterface: GigabitEthernet3/1/1 Direction: Outbound Forwarded: 10077 packets, 864466 bytes, 0 pps, 0 bps Dropped: 0 packets, 0 bytes, 0 pps, 0 bps Queue 0 Forwarded: 61 packets, 4758 bytes, 0 pps, 0 bps Forwarded(peak): O pps, 0 bps Dropped: 0 packets, 0 bytes, O pps, 0 bps Green forwarded: 61
packets, 4758 bytes, 0 pps, 0 bps Green dropped: 0 packets, 0 bytes, 0 pps, 0 bps Yellow forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Yellow dropped: 0 packets, 0 bytes, 0 pps, 0 bps Red forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Red dropped: 0 packets, 0 bytes, 0 pps, 0 bps Total queue length: 0 packets Current queue length: 0 packets Queue 1
Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Forwarded(peak): 0 pps, 0 bps Dropped: 0 packets, 0 bytes, 0 pps, 0 bps Green forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Green dropped: 0 packets, 0 bytes, 0 pps, 0 bps Yellow forwarded: 0 packets, O bytes, O pps, 0 bps Yellow dropped: 0 packets, 0 bytes, 0 pps, 0 bps Red forwarded: 0 packets, 0
bytes, 0 pps, 0 bps Red dropped: 0 packets, 0 bytes, 0 pps, 0 bps Total queue length: 0 packets Current queue length: 0 packets Queue 2 Forwarded: O packets, 0 bytes, 0 pps, 0 bps Forwarded(peak): 0 pps, 0 bps Dropped: 0 packets, 0 bytes, 0 pps, 0 bps Green forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Green dropped: 0 packets, 0 bytes, 0 pps,
0 bps Yellow forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Yellow dropped: 0 packets, 0 bytes, 0 pps, 0 bps Red forwarded: 0 packets, 0 bytes, O pps, 0 bps Red dropped: 0 packets, 0 bytes, 0 pps, 0 bps Total queue length: 0 packets Current queue length: 0 packets Queue 3 Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Forwarded(peak): 0 pps, 0 bps
Dropped: 0 packets, 0 bytes, 0 pps, 0 bps Green forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Green dropped: 0 packets, 0 bytes, 0 pps, 0 bps Yellow forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Yellow dropped: 0 packets, 0 bytes, 0 pps, 0 bps Red forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Red dropped: 0 packets, 0 bytes, 0 pps, 0 bps Total queue
length: 0 packets Current queue length: 0 packets Queue 4 Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Forwarded(peak): 0 pps, 0 bps Dropped: 0 packets, 0 bytes, 0 pps, 0 bps Green forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Green dropped: 0 packets, 0 bytes, 0 pps, 0 bps Yellow forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Yellow dropped: 0
packets, 0 bytes, 0 pps, 0 bps Red forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Red dropped: 0 packets, 0 bytes, 0 pps, 0 bps Total queue length: 0 packets Current queue length: 0 packets Queue 5 Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Forwarded(peak): O pps, 0 bps Dropped: 0 packets, 0 bytes, 0 pps, 0 bps Green forwarded: 0 packets, 0
bytes, 0 pps, 0 bps Green dropped: 0 packets, 0 bytes, 0 pps, 0 bps Yellow forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Yellow dropped: 0 packets, 0 bytes, 0 pps, 0 bps Red forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Red dropped: 0 packets, 0 bytes, 0 pps, 0 bps Total queue length: 0 packets Current queue length: 0 packets Queue 6 Forwarded: 0
packets, 0 bytes, 0 pps, 0 bps Forwarded(peak): O pps, 0 bps Dropped: 0 packets, 0 bytes, 0 pps, 0 bps Green forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Green dropped: 0 packets, 0 bytes, 0 pps, 0 bps Yellow forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Yellow dropped: 0 packets, 0 bytes, 0 pps, 0 bps Red forwarded: 0 packets, 0 bytes, 0 pps, 0
bps Red dropped: 0 packets, 0 bytes, 0 pps, 0 bps Total queue length: 0 packets Current queue length: 0 packets Queue 7 Forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Forwarded(peak): O pps, 0 bps Dropped: 0 packets, 0 bytes, 0 pps, 0 bps Green forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Green dropped: 0 packets, 0 bytes, 0 pps, 0 bps Yellow
forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Yellow dropped: 0 packets, 0 bytes, 0 pps, 0 bps Red forwarded: 0 packets, 0 bytes, 0 pps, 0 bps Red dropped: 0 packets, 0 bytes, 0 pps, 0 bps Total queue length: 0 packets Current queue length: 0 packets¥%8-1 display qos queue-statistics interface outbound#s < B/REEHEIARFE R Interfaceis AT Gt
#9i% O Directionis O RAFI4E B A BIForwarded 2 K IR BB, F &I — N8 [BFRAAYTFEIDE R |, i8] 8]fR A flow-intervalds SECE M O 41t S 28R (8] B fEForwarded(peak) ¥ & X HIA EIFEER K E—XH{Treset qos queue-statistics interface outbound#s < E HFiM{Tdisplay qos queue-statistics interface outboundds <X E&ftt (8] FRYEZR A {EDropped E3+
FHIBESEHE. FOHMNKE—EERERNFEIDERE | B8 8RR flow-interval L EEERIIE O A iR E 2RI 8] [E]fRQueue 0. Queue 1. Queue 2, Queue 3, Queue 4. Queue 5, Queue 6, Queue 7HiHOAIAITEEGreen forwarded R EIRNFEAMEIEBRHE. FTHEFESEO— BT E BIRARFEIIRZE | B8 E R pflow-interval s $ B E Y O 4 iR XE 2898 (8] B fRGreen
dropped REIRXEFMHIEBHE. FHEFMFIE—/E(EERANTEEERR | i@ EfERflow-interval i $EEENZE AR ITHIRE S/ B EfEYellow forwarded BEIRXELZMEIIBEEHRE. FHEMRKRIE—/ I EERANFEEEE |, itiE)EfEkflow-interval i SR EMEORKITTHRE SRE EEfFEYellow dropped EEIRXEFMEIEBRHE. FTHEFSFIO— /1 BT[8]) EfRA R FEERZE | B8]
fEhflow-interval <R E IR ORI RSVE BRIAT [E][E])fERed forwarded I BIREFELZNIMIEERHE. FHHRNKIE— /BT E)ERANFEIERE | B8 EE Hflow-interval s L EE B VR AR 1R E 2RIET 8] fRRed dropped{ I BN EFNIIEBRHE. FHHRINKIE— 8 ERAFEIDERE , BE)EFERflow-interval s S EE B8V E O St R SE BRVET [E][E]fR Total queue lengthPAZI2KE
Current queue lengthHgiBAIIHKE zhiliao 12b0v XAl f#acl , BEEfvlan1189pc (192.168.11.0/24 ) {AiEvlan1089pc (192.168.0.0/24 ) , Acl ad 3001 Rule 0 deny ip source 192.168.11.0 0.0.0.255 destination 192.168.0.0 0.0.0.255 Rule 100 permit ip Quit Int v 10 Pa 3001 in Pa 3001 out Quit 3Zil acl MAEinboundZ , MA7EoutboundB , BRIFMKE , X
=t 4EE ? g f#inboundfloutboundMX 3l ? AREIE # R, N HNEMRIARaclEOMAMES | XFKaclfEvlan 10 0OAA |, BRAZE LIGEVIanl 0 OMNAE , BBaclAE |, fFaclREENEEItvlan 11i4[Evian 10, BRis7Evian 10M9AE |, vlan 115 Avlian 10899M8 , € (vlan 11 ) 28iAlvlan1 0F9EHE |, iRERMMvlan 11EfEvlan 10, Fild : ih7Evlian 10M9RE , L@
IS REHMEMoutbound AERN, 2024-11-12[E% {Fig(17) 2R HIEBZR X (RIASFEERINE , EINEMBFESSE FIEHITHRIRE RESE TR ZE £%F , ££1.1.15 packet-filter globalpacket-filter globalas< AR E£BEMAACL#ITIRTIE, undo packet-filter globalgz < AREVEEBMAACL#ITIRTE, [d< ] packet-filter [ ipv6 | mac | user-defined ] { acl-
number | name acl-name } global { inbound | outbound } [ hardware-count Jundo packet-filter [ ipv6 | mac | user-defined ] { acl-number | name acl-name } global { inbound | outbound } [FR&ER] 2ERWTRIGHTEIR. [(ME] Z40E [BREBFAEE ] network-adminmdc-admin [£3] ipv6 : 3IEEACLER HIPv6 ACL, mac : IEEACLZERE 3 —EACL, user-
defined : #EEACLER IAFBEENXACL, acl-number : 3 8FEACLMEGRS |, BUETTERERRMACLERIT : - 2000~2999 : RREARACL, - 3000~3999 : RREHKACL, - 4000~4999 : RIR“_EACL, - 5000~5999 : RRAFBENXACL, name acl-name : 3 EACLAEM, acl-nameFRRACLIIEFR , Bl ~ 63NMNFRFNFEFTH , AXHK/NE, global : ®x2F (BIFAE
IR0 ) BBE. inbound : WIKBIFIR#HITIHIE, outbound : WE IR #HITiHIE, hardware-count : RinFA BN ILEEBHEHAITINGE , BREAXA, [FEFRES] BEHSSIHACL , EEENTHN : -  HFEES|IAIPvAEEACLE | iEEEEEacl-number, - HFEES|IAIPVOEBIACLE , WMEEIEEIpv6 X BT , Bf§Eacl-number, - HEZESIRZEFAFBENXFEEACL
B, FIE % Emaciuser-defined X FHIEEacl-number , {EiEHEEacl-number, #id B3| FHACL , BEEM TN : - SHEZ5|IHIPV4AEBIACLE , BEREIEEname acl-name, - HFEES|AIPv6, ZEHAFBEXEEACLE , WNEHEHEEiIpv6. macduser-defined x#F , BiEEname acl-name, hardware-countx#FRTH/BIEEACLAFTE MM TR MEE %t
Inge , Mrulem< P Bcounting X BFMNAFHEHFIAMNMILESLITINEE, NMRIZEFERE , WIAEHITundo packet-filterss LEUBERIT IR , RAEBEEREThardware-count X BFIMRIGTIE , ULLR AN LEREZRITTINGE, NRIFFZERE , AIBE A #EFhardware-count X BF EFMEERIGTIR |, LALLXAMUCRESERITINEE, [246]] # £BNAIPvAEARACL 20013 IK218Y
ISGHITITNE |, BN CEES4iTThEE, system-view[Sysname] packet-filter 2001 global inbound hardware-count AFET £ =323 HIFAHACL IPv6 packet-filtertTE £ FIARAMNACLAES R : packet-filter [ ipv6 ] { acl-number | name acl-name } { inbound | outbound } [ hardware-count Ji%#&< FAREEO EMAIPv6 ACL#TIRSGEE , E5 : acl-number RRACLE
w= , BUESEE 2000 ~ 2999 , RRIPV6EARACL , 53000 ~ 3999 , RRIPV6EMKACL, acl-name RRACLIIB , Al ~ 63NFRHMFFE , AXAI KNG , MK FBa ~ z8(A ~ ZH 3, inbound FRARMWHAEONTRIGHITIEIE, outbound FRARN AEO L HIIRSGHEITIZIE, hardware-count RR/ZAEMGITEEE | BTRITREMMAVIRSIE, #1901 , (IREEEGigabitEthernet
1/0/1320 LN A%RE H2001MIPv6EARACLBITA A BIIRSOTIE , BRGNS , BT UBANUTHS . system-view [Sysname] interface gigabitethernet 1/0/1 [Sysname-GigabitEthernet1/0/1] packet-filter ipv6 2001 inbound hardware-count& EiX g BEEREEE, NREEEEMEIE , WDHLESHR, © RIBEE % (RIVBMAEIERIAIE , BHIALBRBESRAEFNG
HITHANRIE % (RRYEBFEILRIAULE , BIAEEPFE S E FHEH1TH BIRIE nat static outbound @< FRECE 5 E— M —FSHE3RREET, undo nat static outbound @< kMR H 5@ — 3 — &St iEikiEY, [#< ] nat static outbound local-ip global-ipundo nat static outbound local-ip [#&1&7 ] RFEEFIHIEERRES, [E] R40E [BREAF/AE]) network-admin
[£%#1] local-ip : AMIPititE, global-ip : 4MMIPHEhE, [{FEEREIES] WFIAAMBIINHAIIR |, 1§ ERititlocal-ipdEikAglobal-ip ; }FMIMNEIAMAIR , FEH B Wititglobal-ipi&ikAlocal-ip, [%44]] # EEERMIPH#HE192.168.1. 12I9MMIPHE2.2.2 209 A [EFR S 4E1RMeET, system-view[Sysname] nat static outbound 192.168.1.1 2.2.2.2 [#8%#& <] nat static
inboundnat static inbound&s< FAREE AT B — N —FEASi it 45#RET, undo nat static inbound#@s< FRMFRIEEMI AT B — —EESitht46%mET, [#< ] nat static inbound global-ip [ vpn-instance global-vpn-instance-name ] local-ip [ vpn-instance local-vpn-instance-name ] [ acl { ipv4-acl-number | name ipv4-acl-name } [ reversible ] ][ rule rule-
name ] [ priority priority ] [ disable ][ counting Jundo nat static inbound global-ip [ vpn-instance global-vpn-instance-name ] local-ip [ vpn-instance local-vpn-instance-name ] [FR& &R ] REEMIEEERIRET, [ME] REAE [HEBFAE] network-admincontext-admin [£#1] global-ip : 4 MMIPiit, vpn-instance global-vpn-instance-name : 9MMIPsitFrER
VPN3Lfl, global-vpn-instance-name®R/AR<MPLS L3VPNIVPNILHIZH , Bl ~ SINMNEFNEFS , KOKXNE, MRKIBEEASSH , MR RINNIPHIARETFEF—NVPNILH, local-ip : AMIPHAE, vpn-instance local-vpn-instance-name : AMIPi B VPN, local-vpn-instance-name®R/RMPLS L3VPNHVPNSLBIZH , Bl ~ SINEFNEFR , KOKNE, MNRKIETE
RS, MRRIHWMIPHIUARE FEA—ANVPNILF, acl : IEEACLMGESHEBEM , RS YA TFEHIIEERE IR EN T LAAEISMA, ipvd-acl-number : ACLMERS |, BUESEREIA2000 ~ 3999, name ipv4-acl-name : ACLBIRH; , Al ~63NMNFHNFHFE , FXAKNNE |, UIIMENXFRa ~ z5A ~ ZHL, ABREE , ACLMBAMARIFERREXBidall, reversible : RixMAMERNAE]
SN SO IUEITACLR MIILES |, A 8E(ERIZEC E# 1T it ¥k, rule rule-name : NATAMMBEF , BUESEE AL ~ 63 NMNFEFNFERMEH , KOKNE |, REERE\". /7. 70 70 270 “\"0 70 |7, “7"H"@", MRAEEZSH , NRRZMUERZM, priority priority : NATHMABYLEEM S , BUESEEI 70 ~ 2147483647 , #EW/ , MERWS, MRAEEZSH , BAEMN
NATHMZERENATHIN G , HLEMRERRR, disable : RRZAZMMIFEIRIET, MRANIEEZSE , MR HRIG AT ERARS. counting : FBNATIRIRITEINGE , BINE —RKERSGEUIEHRHATIHR. [ERES] WFAINNBIAMEIRX , BEIFEEglobal-ip¥é#kklocal-ip ; WFMAAMEISMNNEIIR , BEHB /Mt ocal-ipFsikfglobal-ip, EESIAMACLE , FEFE - WR
RBTEACL , MATE KINREI AR AR SCER ] AE X EC B TR ISR ; BT B MM EI S AR SCERF] AE X EC BT BRIt ER, - WRIIEE TACL , &BEEACLRAMLE (BB Ereversible ) , WFMINRNBIAMEIIRX , RERIXHFEACL permitfill , 7 GeEAZEEFH I TIRMULFER ; W TFIAAMENARIINAEIRN , ReEERAZEERTENMIEER, - WMREEEET
ACL , X} EE TACLREILE ( BNEEE Treversible ) , WFIMMBIAMAIIRY , RERXFASACL permit#ll] , A geEAZEEF TIREIUEER ; WFNAMESDARISMNNEIRX , FEHITACLR ELE (ZEERXAREIE/FOFEatit/in 0 |, HRIBERERRE Nt , ARFIEMIL/IEOF B ithit/is 0 G3RENLEACL) , RERELEACLIRX A EEFERZEREH#H1TER , TUARAFHER, W
RIEOTERRE TNATHS MU GE R |, NEEE TNATESUER | NALERRFSUEER, REBTSHEE 2 RZAGLESHNERET ( 81Fnat static inbound#nat static inbound net-to-net) , TEVPNAWA , BBE AN H SN FEIRINEERIEEvpn-instance£4 , BEVPNILFIM R MU IS 1Z1%E O XKEXMVPNLA—, WFSIHE TACLHMA G E—N —EA5 U FEi0mmet , HNATHMAY
LERAERERRN |, RSB RIBACLEMHACLESHITE , BACLEMAIMERSTACLESHMESR , BEHNNT : - WFACLEM , REBREBMNFFENNATHMNHITHF , EFFRFPOMCEMSER , ANAONATINMLREMALERES, - NFACLES , HSHEX , AERUS , RSB MEHTRE, [(240]) # BEINNIPHNE2.2.2. 2FAMIPHNE192.168.1. 189 A\ 5 @FRSH
U484k, system-view[Sysname] nat static inbound 2.2.2.2 192.168.1.1 [#8%&<] - display nat all-  display nat static- nat static enable AM3NE , BBEWN T, AMLiKMER , BE&ETacllLiEARE Btk , nat outbound#& iRy AEAVIEHEHE, BENIXALI , WREEFAR)FHNBRIHLEANE , REiEikagE— R #nat address-
group 1 address 3.3.3.10 3.3.3.20#nat address-group 2 address 3.3.3.40 3.3.3.50# #interface GigabitEthernet0/1 port link-mode route combo enable copper ip address 3.3.3.3 255.255.255.0 nat outbound 3001 address-group 2 no-pat nat outbound 3000 address-group 1 no-pat# acl advanced 3000 rule 5 permit ip source 10.0.0.1 0 destination 40.0.0.1
0 acl advanced 3001 rule 0 permit ip source 10.0.0.1 0 destination 30.0.0.1 0 i%#& _tdebug nat packet&¥l , 10.0.0.113(8]30.0.0.1#140.0.0. 1 #aSLER ALY T address-group 1/MEEAVHIE [H3C-acl-ipv4-adv-3000]*Dec 17 12:54:22:042 2024 H3C NAT/7/COMMON: PACKET: (GigabitEthernet0/1-out-
config) Protocol: ICMP 10.0.0.1:10987 - 30.0.0.1: 2048(VPN: 0) ------ > 3.3.3.15:10987 - 30.0.0.1: 2048(VPN: 0)*Dec 17 12:54:22:043 2024 H3C NAT/7/COMMON: PACKET: (GigabitEthernet0/1-in-session) Protocol: ICMP 30.0.0.1:10987 - 3.3.3.15:  O(VPN: 0) ------
> 30.0.0.1:10987 - 10.0.0.1: O(VPN: 0)*Dec 17 12:54:26:739 2024 H3C NAT/7/COMMON: PACKET: (GigabitEthernet0/1-out-config) Protocol: ICMP 10.0.0.1:10988 - 40.0.0.1: 2048(VPN: 0) ------ > 3.3.3.15:10988 - 40.0.0.1: 2048(VPN: 0)*Dec 17 12:54:26:739 2024 H3C NAT/7/COMMON: PACKET: (GigabitEthernet0/1-
in-session) Protocol: ICMP 40.0.0.1:10988 - 3.3.3.15: O(VPN: 0) ------ > 40.0.0.1:10988 - 10.0.0.1: O(VPN: 0) Z#iA , no-patARNR&NERip , SELE T —IMRIENNER , EEABHEENRIpESEEMERERMNMIE , FiEno-patzErIUIEELEacl , kAT address-groupPayitiit % (REVEBFEIRKRIAUE , EIAEEBFEER SR E FH G 31T HBIIRIE



