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You	will	need	gcc	≥4.7	and	your	kernel	headers	in	the	right	location	for	compilation.	Step	1:	Install	the	toolchain	Ubuntu	and	Debian	$	sudo	apt-get	install	libelf-dev	linux-headers-$(uname	-r)	build-essential	pkg-config	Fedora	$	sudo	dnf	install	elfutils-libelf-devel	kernel-devel	pkg-config	@development-tools	Red	Hat	Enterprise	Linux	/	CentOS	$	sudo
yum	install	elfutils-libelf-devel	kernel-devel	pkgconfig	"@Development	Tools"	Arch	#	pacman	-S	linux-headers	base-devel	pkg-config	OpenSUSE	$	sudo	zypper	install	kernel-default-devel	pkg-config	Alpine	#	apk	add	build-base	linux-hardened-dev	#	or	linux-vanilla-dev	on	a	vanilla	kernel	Step	2:	Grab	the	code	$	git	clone	$	git	clone	Step	3:	Compile	and
install	the	module	$	make	-C	wireguard-linux-compat/src	-j$(nproc)	$	sudo	make	-C	wireguard-linux-compat/src	install	(You	may	instead	run	make	debug	if	you'd	like	to	have	additional	information	on	what's	happening	in	your	dmesg(1).)	Step	4:	Compile	and	install	the	wg(8)	tool	$	make	-C	wireguard-tools/src	-j$(nproc)	$	sudo	make	-C	wireguard-
tools/src	install	***	Move	on	to	the	quick	start	walkthrough.	***	Kernel	Requirements	WireGuard	requires	Linux	≥3.10,	with	the	following	configuration	options,	which	are	likely	already	configured	in	your	kernel,	especially	if	you're	installing	via	distribution	packages.	CONFIG_NET	for	basic	networking	support	CONFIG_INET	for	basic	IP	support
CONFIG_NET_UDP_TUNNEL	for	sending	and	receiving	UDP	packets	CONFIG_CRYPTO_ALGAPI	for	crypto_xor	Some,	but	not	all,	of	these	options	directly	correspond	to	menuconfig	entries.	The	ones	that	do	not	correspond	directly	correspond	to	options	that	imply	them.	For	enabling	the	above	options,	select	these	items	in	menuconfig:	[*]	Networking
support	(NET)	-->	Networking	options	-->	[*]	TCP/IP	networking	(INET)	[*]	IP:	Foo	(IP	protocols)	over	UDP	(NET_FOU)	[*]	Cryptographic	API	(CRYPTO)	-->	[*]	Cryptographic	algorithm	manager	(CRYPTO_MANAGER)	When	building	as	an	out	of	tree	module,	it	is	probable	that	one	needs	CONFIG_UNUSED_SYMBOLS	set	as	well.	Building	Directly	In
Tree	Rather	than	building	as	an	external	module,	if	you	would	like	to	build	WireGuard	as	a	module	or	as	built-in,	directly	from	within	the	kernel	tree,	you	may	use	the	create-patch.sh	script	which	creates	a	patch	for	adding	WireGuard	directly	to	the	tree	or	the	jury-rig.sh	script	which	links	the	WireGuard	source	directory	into	the	kernel	tree:	$	cd
/usr/src/linux	$	~/wireguard-linux-compat/kernel-tree-scripts/create-patch.sh	|	patch	-p1	or	$	~/wireguard-linux-compat/kernel-tree-scripts/jury-rig.sh	/usr/src/linux	Then	you	will	be	able	to	configure	these	options	directly:	CONFIG_WIREGUARD	controls	whether	WireGuard	is	built	as	a	module,	as	built-in,	or	not	at	all	CONFIG_WIREGUARD_DEBUG
turns	on	verbose	debug	messages	These	are	selectable	easily	via	menuconfig,	if	CONFIG_NET	and	CONFIG_INET	are	also	selected:	[*]	Networking	support	-->	Networking	options	-->	[*]	TCP/IP	networking	[*]	IP:	WireGuard	secure	network	tunnel	[	]	Debugging	checks	and	verbose	messages	WireGuard	is	a	protocol	that,	like	all	protocols,	makes
necessary	trade-offs.	This	page	summarizes	known	limitations	due	to	these	trade-offs.	Deep	Packet	Inspection	WireGuard	does	not	focus	on	obfuscation.	Obfuscation,	rather,	should	happen	at	a	layer	above	WireGuard,	with	WireGuard	focused	on	providing	solid	crypto	with	a	simple	implementation.	It	is	quite	possible	to	plug	in	various	forms	of
obfuscation,	however.	TCP	Mode	WireGuard	explicitly	does	not	support	tunneling	over	TCP,	due	to	the	classically	terrible	network	performance	of	tunneling	TCP-over-TCP.	Rather,	transforming	WireGuard's	UDP	packets	into	TCP	is	the	job	of	an	upper	layer	of	obfuscation	(see	previous	point),	and	can	be	accomplished	by	projects	like	udptunnel	and
udp2raw.	Hardware	Crypto	WireGuard	uses	ChaCha20Poly1305,	which	is	extremely	fast	in	software	on	virtually	all	general	purpose	CPUs.	As	of	writing,	there	is	not	an	overwhelming	amount	of	dedicated	hardware	support	for	it,	though	this	is	changing.	Practically	speaking,	this	is	not	a	problem,	as	vector	instructions	on	CPUs	wind	up	being	in	the
same	ballpark	(and	sometimes	even	faster)	than	AES-NI	instructions.	Roaming	Mischief	WireGuard's	roaming	happens	without	an	additional	round	trip	or	other	authentication,	which	means	an	active	man	in	the	middle	can	replace	source	IP	addresses.	A	man	in	the	middle	can	already	redirect	packets,	by	virtue	of	being	active,	but	it	may	be	possible
for	the	endpoint	address	to	be	updated	and	for	the	man	in	the	middle	to	relay	packets	after	having	lost	the	man	in	the	middle	position.	These	packets,	however,	remain	indecipherable	by	the	attacker,	by	virtue	of	WireGuard's	usual	authenticated	encryption.	However,	if	this	is	an	issue,	ordinary	firewalling	can	lock	down	the	WireGuard	socket	to	a
particular	IP	address,	and	it's	possible	that	future	revisions	of	WireGuard	will	allow	this	innately.	Relatedly,	it	may	be	possible	to	play	a	TCP	sequence	number	guessing	game	in	order	to	have	a	WireGuard	server	direct	packets	at	an	uncontrolled	IP	address.	Identity	Hiding	Forward	Secrecy	WireGuard	has	forward	secrecy	of	data	packets,	thanks	to	its
handshake,	but	the	handshake	itself	encrypts	the	sender's	public	key	using	the	static	public	key	of	the	responder,	which	means	that	a	compromise	of	the	responder's	private	key	and	a	traffic	log	of	previous	handshakes	would	enable	an	attacker	to	figure	out	who	has	sent	handshakes,	but	not	what	data	is	inside	of	them.	Similarly,	mac1	is	made	over	the
responder's	public	key,	which	means	it	is	possible	to	trial	hash	to	guess	whether	or	not	a	packet	is	intended	for	a	particular	responder,	though	the	mac1	could	be	forged.	Mitigations	include	rotating	or	regenerating	keys,	based	on	expectations	of	unlinkability.	Post-Quantum	Secrecy	WireGuard	is	not,	by	default,	post-quantum	secure.	However,	the
pre-shared	key	parameter	can	be	used	to	add	a	layer	of	post-quantum	secrecy.	It	could	be	post-quantum	secure	were	the	public	keys	hashed	instead	of	sent	directly,	but	this	is	not	part	of	the	Noise	Protocol	Framework,	on	which	WireGuard's	handshake	is	based,	and	this	hashing	technique	wouldn't	enable	forward-secure	post-quantum	secrecy	either.
The	best	bet	for	post-quantum	security	is	to	run	a	truly	post-quantum	handshake	on	top	of	WireGuard,	and	then	insert	that	key	into	WireGuard's	pre-shared	key	slot.	Denial	of	Service	WireGuard	is	supposed	to	be	abuse-resistant,	by	virtue	of	its	use	of	mac1	and	mac2,	though	before	mac2	kicks	in,	the	ECDH	computations	may	use	considerable	CPU.	In
practice,	though,	mac2	is	usually	sufficient.	Unreliable	Monotonic	Counter	WireGuard	uses	the	system	time	as	a	reliable	monotonic	counter.	If	this	jumps	forward,	a	user	might	DoS	their	own	keys,	by	making	it	impossible	to	later	have	a	value	larger,	or	an	adversary	controlling	system	time	could	store	a	handshake	initiation	for	use	later.	If	it	jumps
backwards,	handshakes	will	similarly	be	impossible.	Thus,	the	system	time	should	not	be	under	the	control	of	a	hostile	adversary.	Routing	Loops	There	are	currently	a	few	issues	with	detecting	routing	loops,	locally	and	over	a	network,	and	there	are	various	tricks	like	changing	the	outer	src	to	the	inner	src.	You'll	first	want	to	make	sure	you	have	a
decent	grasp	of	the	conceptual	overview,	and	then	install	WireGuard.	After	that,	read	onwards	here.	Before	explaining	the	actual	comands	in	detail,	it	may	be	extremely	instructive	to	first	watch	them	being	used	by	two	peers	being	configured	side	by	side:	Or	individually,	a	single	configuration	looks	like:	Command-line	Interface	A	new	interface	can	be
added	via	ip-link(8),	which	should	automatically	handle	module	loading:	#	ip	link	add	dev	wg0	type	wireguard	(Non-Linux	users	will	instead	write	wireguard-go	wg0.)	An	IP	address	and	peer	can	be	assigned	with	ifconfig(8)	or	ip-address(8)	#	ip	address	add	dev	wg0	192.168.2.1/24	Or,	if	there	are	only	two	peers	total,	something	like	this	might	be	more
desirable:	#	ip	address	add	dev	wg0	192.168.2.1	peer	192.168.2.2	The	interface	can	be	configured	with	keys	and	peer	endpoints	with	the	included	wg(8)	utility:	#	wg	setconf	wg0	myconfig.conf	or	#	wg	set	wg0	listen-port	51820	private-key	/path/to/private-key	peer	ABCDEF...	allowed-ips	192.168.88.0/24	endpoint	209.202.254.14:8172	Finally,	the
interface	can	then	be	activated	with	ifconfig(8)	or	ip-link(8):	There	are	also	the	wg	show	and	wg	showconf	commands,	for	viewing	the	current	configuration.	Calling	wg	with	no	arguments	defaults	to	calling	wg	show	on	all	WireGuard	interfaces.	Consult	the	man	page	of	wg(8)	for	more	information.	Much	of	the	routine	bring-up	and	tear-down	dance	of
wg(8)	and	ip(8)	can	be	automated	by	the	included	wg-quick(8)	tool:	Key	Generation	WireGuard	requires	base64-encoded	public	and	private	keys.	These	can	be	generated	using	the	wg(8)	utility:	$	umask	077	$	wg	genkey	>	privatekey	This	will	create	privatekey	on	stdout	containing	a	new	private	key.	You	can	then	derive	your	public	key	from	your
private	key:	$	wg	pubkey	<	privatekey	>	publickey	This	will	read	privatekey	from	stdin	and	write	the	corresponding	public	key	to	publickey	on	stdout.	Of	course,	you	can	do	this	all	at	once:	$	wg	genkey	|	tee	privatekey	|	wg	pubkey	>	publickey	NAT	and	Firewall	Traversal	Persistence	By	default,	WireGuard	tries	to	be	as	silent	as	possible	when	not
being	used;	it	is	not	a	chatty	protocol.	For	the	most	part,	it	only	transmits	data	when	a	peer	wishes	to	send	packets.	When	it's	not	being	asked	to	send	packets,	it	stops	sending	packets	until	it	is	asked	again.	In	the	majority	of	configurations,	this	works	well.	However,	when	a	peer	is	behind	NAT	or	a	firewall,	it	might	wish	to	be	able	to	receive	incoming
packets	even	when	it	is	not	sending	any	packets.	Because	NAT	and	stateful	firewalls	keep	track	of	"connections",	if	a	peer	behind	NAT	or	a	firewall	wishes	to	receive	incoming	packets,	he	must	keep	the	NAT/firewall	mapping	valid,	by	periodically	sending	keepalive	packets.	This	is	called	persistent	keepalives.	When	this	option	is	enabled,	a	keepalive
packet	is	sent	to	the	server	endpoint	once	every	interval	seconds.	A	sensible	interval	that	works	with	a	wide	variety	of	firewalls	is	25	seconds.	Setting	it	to	0	turns	the	feature	off,	which	is	the	default,	since	most	users	will	not	need	this,	and	it	makes	WireGuard	slightly	more	chatty.	This	feature	may	be	specified	by	adding	the	PersistentKeepalive	=	field
to	a	peer	in	the	configuration	file,	or	setting	persistent-keepalive	at	the	command	line.	If	you	don't	need	this	feature,	don't	enable	it.	But	if	you're	behind	NAT	or	a	firewall	and	you	want	to	receive	incoming	connections	long	after	network	traffic	has	gone	silent,	this	option	will	keep	the	"connection"	open	in	the	eyes	of	NAT.	Demo	Server	After	installing
WireGuard,	if	you'd	like	to	try	sending	some	packets	through	WireGuard,	you	may	use,	for	testing	purposes	only,	the	script	in	contrib/ncat-client-server/client.sh.	$	sudo	contrib/examples/ncat-client-server/client.sh	This	will	automatically	setup	interface	wg0,	through	a	very	insecure	transport	that	is	only	suitable	for	demonstration	purposes.	You	can
then	try	loading	the	hidden	website	or	sending	pings:	$	chromium	$	ping	192.168.4.1	If	you'd	like	to	redirect	your	internet	traffic,	you	can	run	it	like	this:	$	sudo	contrib/examples/ncat-client-server/client.sh	default-route	$	curl	zx2c4.com/ip	163.172.161.0	demo.wireguard.com	curl/7.49.1	By	connecting	to	this	server,	you	acknowledge	that	you	will	not
use	it	for	any	abusive	or	illegal	purposes	and	that	your	traffic	may	be	monitored.	If	you're	using	the	Linux	kernel	module	and	your	kernel	supports	dynamic	debugging,	you	can	get	useful	runtime	output	by	enabling	dynamic	debug	for	the	module:	#	modprobe	wireguard	&&	echo	module	wireguard	+p	>	/sys/kernel/debug/dynamic_debug/control	If
you're	using	a	userspace	implementation,	set	the	environment	variable	export	LOG_LEVEL=verbose.	This	utility	simply	downloads,	verifies,	and	executes	one	of	the	below	MSIs:WireGuard	MSIswireguard-amd64-0.5.3.msiwireguard-arm64-0.5.3.msiwireguard-x86-0.5.3.msiCopyright	©	2015-2021	Jason	A.	Donenfeld.	All	Rights	Reserved.	Like	all	Linux
network	interfaces,	WireGuard	integrates	into	the	network	namespace	infrastructure.	This	means	an	administrator	can	have	several	entirely	different	networking	subsystems	and	choose	which	interfaces	live	in	each.	WireGuard	does	something	quite	interesting.	When	a	WireGuard	interface	is	created	(with	ip	link	add	wg0	type	wireguard),	it
remembers	the	namespace	in	which	it	was	created.	"I	was	created	in	namespace	A."	Later,	WireGuard	can	be	moved	to	new	namespaces	("I'm	moving	to	namespace	B."),	but	it	will	still	remember	that	it	originated	in	namespace	A.	WireGuard	uses	a	UDP	socket	for	actually	sending	and	receiving	encrypted	packets.	This	socket	always	lives	in
namespace	A	–	the	original	birthplace	namespace.	This	allows	for	some	very	cool	properties.	Namely,	you	can	create	the	WireGuard	interface	in	one	namespace	(A),	move	it	to	another	(B),	and	have	cleartext	packets	sent	from	namespace	B	get	sent	encrypted	through	a	UDP	socket	in	namespace	A.	(Note	that	this	same	technique	is	available	to
userspace	TUN-based	interfaces,	by	creating	a	socket	file-descriptor	in	one	namespace,	before	changing	to	another	namespace	and	keeping	the	file-descriptor	from	the	previous	namespace	open.)	This	opens	up	some	very	nice	possibilities.	Ordinary	Containerization	The	most	obvious	usage	of	this	is	to	give	containers	(like	Docker	containers,	for
example)	a	WireGuard	interface	as	its	sole	interface.	container	#	ip	addr	1:	lo:	mtu	65536	qdisc	noqueue	state	UNKNOWN	group	default	qlen	1	link/loopback	00:00:00:00:00:00	brd	00:00:00:00:00:00	inet	127.0.0.1/8	scope	host	lo	valid_lft	forever	preferred_lft	forever	17:	wg0:	mtu	1423	qdisc	noqueue	state	UNKNOWN	group	default	qlen	1	link/none
inet	192.168.4.33/32	scope	global	wg0	valid_lft	forever	preferred_lft	forever	Here,	the	only	way	of	accessing	the	network	possible	is	through	wg0,	the	WireGuard	interface.	The	way	to	accomplish	a	setup	like	this	is	as	follows:	First	we	create	the	network	namespace	called	"container":	Next,	we	create	a	WireGuard	interface	in	the	"init"	(original)
namespace:	#	ip	link	add	wg0	type	wireguard	Finally,	we	move	that	interface	into	the	new	namespace:	#	ip	link	set	wg0	netns	container	Now	we	can	configure	wg0	as	usual,	except	we	specify	its	new	namespace	in	doing	so:	#	ip	-n	container	addr	add	192.168.4.33/32	dev	wg0	#	ip	netns	exec	container	wg	setconf	wg0	/etc/wireguard/wg0.conf	#	ip	-n
container	link	set	wg0	up	#	ip	-n	container	route	add	default	dev	wg0	And	voila,	now	the	only	way	of	accessing	any	network	resources	for	"container"	will	be	via	the	WireGuard	interface.	Note	that	Docker	users	can	specify	the	PID	of	a	Docker	process	instead	of	the	network	namespace	name,	to	use	the	network	namespace	that	Docker	already	created
for	its	container:	#	ip	link	set	wg0	netns	879	Routing	All	Your	Traffic	A	less	obvious	usage,	but	extremely	powerful	nonetheless,	is	to	use	this	characteristic	of	WireGuard	for	redirecting	all	of	your	ordinary	Internet	traffic	over	WireGuard.	But	first,	let's	review	the	old	usual	solutions	for	doing	this:	The	Classic	Solutions	The	classic	solutions	rely	on
different	types	of	routing	table	configurations.	For	all	of	these,	we	need	to	set	some	explicit	route	for	the	actual	WireGuard	endpoint.	For	these	examples,	let's	assume	the	WireGuard	endpoint	is	demo.wireguard.com,	which,	as	of	writing,	resolves	to	163.172.161.0.	Further,	let's	assume	we	usually	connect	to	the	Internet	using	eth0	and	the	classic
gateway	of	192.168.1.1.	Replacing	The	Default	Route	The	most	straightforward	technique	is	to	just	replace	the	default	route,	but	add	an	explicit	rule	for	the	WireGuard	endpoint:	#	ip	route	del	default	#	ip	route	add	default	dev	wg0	#	ip	route	add	163.172.161.0/32	via	192.168.1.1	dev	eth0	This	works	and	is	relatively	straightforward,	but	DHCP
daemons	and	such	like	to	undo	what	we've	just	did,	unfortunately.	Overriding	The	Default	Route	So,	instead	of	replacing	the	default	route,	we	can	just	override	it	with	two	more	specific	rules	that	add	up	in	sum	to	the	default,	but	match	before	the	default:	#	ip	route	add	0.0.0.0/1	dev	wg0	#	ip	route	add	128.0.0.0/1	dev	wg0	#	ip	route	add
163.172.161.0/32	via	192.168.1.1	dev	eth0	This	way,	we	don't	clobber	the	default	route.	This	also	works	quite	well,	though,	unfortunately	when	eth0	goes	up	and	down,	the	explicit	route	for	demo.wireguard.com	will	be	forgotten,	which	is	annoying.	Rule-based	Routing	Some	folks	prefer	to	use	rule-based	routing	and	multiple	routing	tables.	The	way
this	works	is	we	create	one	routing	table	for	WireGuard	routes	and	one	routing	table	for	plaintext	Internet	routes,	and	then	add	rules	to	determine	which	routing	table	to	use	for	each:	#	ip	rule	add	to	163.172.161.0	lookup	main	pref	30	#	ip	rule	add	to	all	lookup	80	pref	40	#	ip	route	add	default	dev	wg0	table	80	Now,	we're	able	to	to	keep	the	routing
tables	separate.	Unfortunately	the	downside	is	that	explicit	endpoint	rules	still	need	to	be	added,	and	there's	no	cleanup	when	the	interface	is	removed,	and	more	complicated	routing	rules	now	need	to	be	duplicated.	Improved	Rule-based	Routing	The	prior	solution	relies	on	us	knowing	the	explicit	endpoint	IP	that	should	be	exempt	from	the	tunnel,
but	WireGuard	endpoints	can	roam,	which	means	this	rule	may	go	stale.	Fortunately,	we	are	able	to	set	an	fwmark	on	all	packets	going	out	of	WireGuard's	UDP	socket,	which	will	then	be	exempt	from	the	tunnel:	#	wg	set	wg0	fwmark	1234	#	ip	route	add	default	dev	wg0	table	2468	#	ip	rule	add	not	fwmark	1234	table	2468	#	ip	rule	add	table	main
suppress_prefixlength	0	We	first	set	the	fwmark	on	the	interface	and	set	a	default	route	on	an	alternative	routing	table.	Then	we	indicate	that	packets	that	do	not	have	the	fwmark	should	go	to	this	alternative	routing	table.	And	finally	we	add	a	convenience	feature	for	still	accessing	the	local	network,	whereby	we	allow	packets	without	the	fwmark	to
use	the	main	routing	table,	not	the	WireGuard	interface's	routing	table,	if	it	matches	any	routes	in	it	with	a	prefix	length	greater	than	zero,	such	as	non-default	local	routes.	This	is	the	technique	used	by	the	wg-quick(8)	tool.	Improving	the	Classic	Solutions	The	WireGuard	authors	are	interested	in	adding	a	feature	called	"notoif"	to	the	kernel	to	cover
tunnel	use	cases.	This	would	allow	interfaces	to	say	"do	not	route	this	packet	using	myself	as	an	interface,	to	avoid	the	routing	loop".	WireGuard	would	be	able	to	add	a	line	like	.flowi4_not_oif	=	wg0_idx,	and	userspace	tun-based	interfaces	would	be	able	to	set	an	option	on	their	outgoing	socket	like	setsockopt(fd,	SO_NOTOIF,	tun0_idx);.
Unfortuantely	this	hasn't	yet	been	merged,	but	you	can	read	the	LKML	thread	here.	The	New	Namespace	Solution	It	turns	out	that	we	can	route	all	Internet	traffic	via	WireGuard	using	network	namespaces,	rather	than	the	classic	routing	table	hacks.	The	way	this	works	is	that	we	move	interfaces	that	connect	to	the	Internet,	like	eth0	or	wlan0,	to	a
namespace	(which	we	call	"physical"),	and	then	have	a	WireGuard	interface	be	the	sole	interface	in	the	"init"	namespace.	First	we	create	the	"physical"	network	namespace:	Now	we	move	eth0	and	wlan0	into	the	"physical"	namespace:	#	ip	link	set	eth0	netns	physical	#	iw	phy	phy0	set	netns	name	physical	(Note	that	wireless	devices	must	be	moved
using	iw	and	by	specifying	the	physical	device	phy0.)	We	now	have	these	interfaces	in	the	"physical"	namespace,	while	having	no	interfaces	in	the	"init"	namespace:	#	ip	-n	physical	link	1:	lo:	mtu	65536	qdisc	noop	state	DOWN	mode	DEFAULT	group	default	qlen	1	link/loopback	00:00:00:00:00:00	brd	00:00:00:00:00:00	2:	eth0:	mtu	1500	qdisc
pfifo_fast	state	DOWN	mode	DEFAULT	group	default	qlen	1000	link/ether	ab:cd:ef:g1:23:45	brd	ff:ff:ff:ff:ff:ff	3:	wlan0:	mtu	1500	qdisc	mq	state	UP	mode	DORMANT	group	default	qlen	1000	link/ether	01:23:45:67:89:ab	brd	ff:ff:ff:ff:ff:ff	#	ip	link	1:	lo:	mtu	65536	qdisc	noqueue	state	UNKNOWN	mode	DEFAULT	group	default	qlen	1	link/loopback
00:00:00:00:00:00	brd	00:00:00:00:00:00	Now	we	add	a	WireGuard	interface	directly	to	the	"physical"	namespace:	#	ip	-n	physical	link	add	wg0	type	wireguard	The	birthplace	namespace	of	wg0	is	now	the	"physical"	namespace,	which	means	the	ciphertext	UDP	sockets	will	be	assigned	to	devices	like	eth0	and	wlan0.	We	can	now	move	wg0	into	the
"init"	namespace;	it	will	still	remember	its	birthplace	for	the	sockets,	however.	#	ip	-n	physical	link	set	wg0	netns	1	We	specify	"1"	as	the	"init"	namespace,	because	that's	the	PID	of	the	first	process	on	the	system.	Now	the	"init"	namespace	has	the	wg0	device:	#	ip	link	1:	lo:	mtu	65536	qdisc	noqueue	state	UNKNOWN	mode	DEFAULT	group	default
qlen	1	link/loopback	00:00:00:00:00:00	brd	00:00:00:00:00:00	17:	wg0:	mtu	1423	qdisc	noqueue	state	UNKNOWN	mode	DEFAULT	group	default	qlen	1	link/none	We	can	now	configure	the	physical	devices	using	the	ordinary	tools,	but	we	launch	them	inside	the	"physical"	network	namespace:	#	ip	netns	exec	physical	dhcpcd	wlan0	#	ip	netns	exec
physical	wpa_supplicant	-iwlan0	-c/etc/wpa_supplicant/wpa_supplicant.conf	#	ip	-n	physical	addr	add	192.168.12.52/24	dev	eth0	And	so	forth.	Finally,	we	can	configure	the	wg0	interface	like	usual,	and	set	it	as	the	default	route:	#	wg	setconf	wg0	/etc/wireguard/wg0.conf	#	ip	addr	add	10.2.4.5/32	dev	wg0	#	ip	link	set	wg0	up	#	ip	route	add	default
dev	wg0	Finished!	At	this	point,	all	ordinary	processes	on	the	system	will	route	their	packets	through	the	"init"	namespace,	which	only	contains	the	wg0	interface	and	the	wg0	routes.	However,	wg0	has	its	UDP	socket	living	in	the	"physical"	namespace,	which	means	it	will	send	traffic	out	of	eth0	or	wlan0.	Normal	processes	won't	even	be	aware	of
eth0	or	wlan0,	except	dhcpcd	and	wpa_supplicant,	which	were	spawned	inside	of	the	"physical"	namespace.	Sometimes,	however,	you	might	want	to	open	a	webpage	or	do	something	quickly	using	the	"physical"	namespace.	For	example,	maybe	you	plan	to	route	all	your	traffic	through	WireGuard	like	usual,	but	the	coffee	shop	at	which	you're	sitting
requires	you	to	authenticate	using	a	website	before	it	will	give	you	a	real	Internet	link.	So,	you	can	execute	select	processes	(as	your	local	user)	using	the	"physical"	interface:	$	sudo	-E	ip	netns	exec	physical	sudo	-E	-u	\#$(id	-u)	-g	\#$(id	-g)	chromium	This	of	course	could	be	made	into	a	nice	function	for	.bashrc:	physexec()	{	sudo	-E	ip	netns	exec
physical	sudo	-E	-u	\#$(id	-u)	-g	\#$(id	-g)	"$@";	}	And	now	you	can	write	the	following	for	opening	chromium	in	the	"physical"	namespace.	When	you're	done	signing	into	the	coffee	shop	network,	spawn	a	browser	as	usual,	and	surf	calmly	knowing	all	your	traffic	is	protected	by	WireGuard:	Sample	Script	The	following	example	script	can	be	saved	as
/usr/local/bin/wgphys	and	used	for	commands	like	wgphys	up,	wgphys	down,	and	wgphys	exec:	#!/bin/bash	set	-ex	[[	$UID	!=	0	]]	&&	exec	sudo	-E	"$(readlink	-f	"$0")"	"$@"	up()	{	killall	wpa_supplicant	dhcpcd	||	true	ip	netns	add	physical	ip	-n	physical	link	add	wgvpn0	type	wireguard	ip	-n	physical	link	set	wgvpn0	netns	1	wg	setconf	wgvpn0
/etc/wireguard/wgvpn0.conf	ip	addr	add	192.168.4.33/32	dev	wgvpn0	ip	link	set	eth0	down	ip	link	set	wlan0	down	ip	link	set	eth0	netns	physical	iw	phy	phy0	set	netns	name	physical	ip	netns	exec	physical	dhcpcd	-b	eth0	ip	netns	exec	physical	dhcpcd	-b	wlan0	ip	netns	exec	physical	wpa_supplicant	-B	-c/etc/wpa_supplicant/wpa_supplicant-wlan0.conf	-
iwlan0	ip	link	set	wgvpn0	up	ip	route	add	default	dev	wgvpn0	}	down()	{	killall	wpa_supplicant	dhcpcd	||	true	ip	-n	physical	link	set	eth0	down	ip	-n	physical	link	set	wlan0	down	ip	-n	physical	link	set	eth0	netns	1	ip	netns	exec	physical	iw	phy	phy0	set	netns	1	ip	link	del	wgvpn0	ip	netns	del	physical	dhcpcd	-b	eth0	dhcpcd	-b	wlan0	wpa_supplicant	-B	-
c/etc/wpa_supplicant/wpa_supplicant-wlan0.conf	-iwlan0	}	execi()	{	exec	ip	netns	exec	physical	sudo	-E	-u	\#${SUDO_UID:-$(id	-u)}	-g	\#${SUDO_GID:-$(id	-g)}	--	"$@"	}	command="$1"	shift	case	"$command"	in	up)	up	"$@"	;;	down)	down	"$@"	;;	exec)	execi	"$@"	;;	*)	echo	"Usage:	$0	up|down|exec"	>&2;	exit	1	;;	esac	A	small	demo	of	the	above:
WireGuard®	is	an	extremely	simple	yet	fast	and	modern	VPN	that	utilizes	state-of-the-art	cryptography.	It	aims	to	be	faster,	simpler,	leaner,	and	more	useful	than	IPsec,	while	avoiding	the	massive	headache.	It	intends	to	be	considerably	more	performant	than	OpenVPN.	WireGuard	is	designed	as	a	general	purpose	VPN	for	running	on	embedded
interfaces	and	super	computers	alike,	fit	for	many	different	circumstances.	Initially	released	for	the	Linux	kernel,	it	is	now	cross-platform	(Windows,	macOS,	BSD,	iOS,	Android)	and	widely	deployable.	It	is	currently	under	heavy	development,	but	already	it	might	be	regarded	as	the	most	secure,	easiest	to	use,	and	simplest	VPN	solution	in	the	industry.
Minimal	Attack	Surface	WireGuard	has	been	designed	with	ease-of-implementation	and	simplicity	in	mind.	It	is	meant	to	be	easily	implemented	in	very	few	lines	of	code,	and	easily	auditable	for	security	vulnerabilities.	Compared	to	behemoths	like	*Swan/IPsec	or	OpenVPN/OpenSSL,	in	which	auditing	the	gigantic	codebases	is	an	overwhelming	task
even	for	large	teams	of	security	experts,	WireGuard	is	meant	to	be	comprehensively	reviewable	by	single	individuals.	High	Performance	A	combination	of	extremely	high-speed	cryptographic	primitives	and	the	fact	that	WireGuard	lives	inside	the	Linux	kernel	means	that	secure	networking	can	be	very	high-speed.	It	is	suitable	for	both	small	embedded
devices	like	smartphones	and	fully	loaded	backbone	routers.	Conceptual	Overview	If	you'd	like	a	general	conceptual	overview	of	what	WireGuard	is	about,	read	onward	here.	You	then	may	progress	to	installation	and	reading	the	quickstart	instructions	on	how	to	use	it.	If	you're	interested	in	the	internal	inner	workings,	you	might	be	interested	in	the
brief	summary	of	the	protocol,	or	go	more	in	depth	by	reading	the	technical	whitepaper,	which	goes	into	more	detail	on	the	protocol,	cryptography,	and	fundamentals.	If	you	intend	to	implement	WireGuard	for	a	new	platform,	please	read	the	cross-platform	notes.	WireGuard	securely	encapsulates	IP	packets	over	UDP.	You	add	a	WireGuard	interface,
configure	it	with	your	private	key	and	your	peers'	public	keys,	and	then	you	send	packets	across	it.	All	issues	of	key	distribution	and	pushed	configurations	are	out	of	scope	of	WireGuard;	these	are	issues	much	better	left	for	other	layers,	lest	we	end	up	with	the	bloat	of	IKE	or	OpenVPN.	In	contrast,	it	more	mimics	the	model	of	SSH	and	Mosh;	both
parties	have	each	other's	public	keys,	and	then	they're	simply	able	to	begin	exchanging	packets	through	the	interface.	Simple	Network	Interface	WireGuard	works	by	adding	a	network	interface	(or	multiple),	like	eth0	or	wlan0,	called	wg0	(or	wg1,	wg2,	wg3,	etc).	This	network	interface	can	then	be	configured	normally	using	ifconfig(8)	or	ip-
address(8),	with	routes	for	it	added	and	removed	using	route(8)	or	ip-route(8),	and	so	on	with	all	the	ordinary	networking	utilities.	The	specific	WireGuard	aspects	of	the	interface	are	configured	using	the	wg(8)	tool.	This	interface	acts	as	a	tunnel	interface.	WireGuard	associates	tunnel	IP	addresses	with	public	keys	and	remote	endpoints.	When	the
interface	sends	a	packet	to	a	peer,	it	does	the	following:	This	packet	is	meant	for	192.168.30.8.	Which	peer	is	that?	Let	me	look...	Okay,	it's	for	peer	ABCDEFGH.	(Or	if	it's	not	for	any	configured	peer,	drop	the	packet.)	Encrypt	entire	IP	packet	using	peer	ABCDEFGH's	public	key.	What	is	the	remote	endpoint	of	peer	ABCDEFGH?	Let	me	look...	Okay,
the	endpoint	is	UDP	port	53133	on	host	216.58.211.110.	Send	encrypted	bytes	from	step	2	over	the	Internet	to	216.58.211.110:53133	using	UDP.	When	the	interface	receives	a	packet,	this	happens:	I	just	got	a	packet	from	UDP	port	7361	on	host	98.139.183.24.	Let's	decrypt	it!	It	decrypted	and	authenticated	properly	for	peer	LMNOPQRS.	Okay,	let's
remember	that	peer	LMNOPQRS's	most	recent	Internet	endpoint	is	98.139.183.24:7361	using	UDP.	Once	decrypted,	the	plain-text	packet	is	from	192.168.43.89.	Is	peer	LMNOPQRS	allowed	to	be	sending	us	packets	as	192.168.43.89?	If	so,	accept	the	packet	on	the	interface.	If	not,	drop	it.	Behind	the	scenes	there	is	much	happening	to	provide	proper
privacy,	authenticity,	and	perfect	forward	secrecy,	using	state-of-the-art	cryptography.	Cryptokey	Routing	At	the	heart	of	WireGuard	is	a	concept	called	Cryptokey	Routing,	which	works	by	associating	public	keys	with	a	list	of	tunnel	IP	addresses	that	are	allowed	inside	the	tunnel.	Each	network	interface	has	a	private	key	and	a	list	of	peers.	Each	peer
has	a	public	key.	Public	keys	are	short	and	simple,	and	are	used	by	peers	to	authenticate	each	other.	They	can	be	passed	around	for	use	in	configuration	files	by	any	out-of-band	method,	similar	to	how	one	might	send	their	SSH	public	key	to	a	friend	for	access	to	a	shell	server.	For	example,	a	server	computer	might	have	this	configuration:	[Interface]
PrivateKey	=	yAnz5TF+lXXJte14tji3zlMNq+hd2rYUIgJBgB3fBmk=	ListenPort	=	51820	[Peer]	PublicKey	=	xTIBA5rboUvnH4htodjb6e697QjLERt1NAB4mZqp8Dg=	AllowedIPs	=	10.192.122.3/32,	10.192.124.1/24	[Peer]	PublicKey	=	TrMvSoP4jYQlY6RIzBgbssQqY3vxI2Pi+y71lOWWXX0=	AllowedIPs	=	10.192.122.4/32,	192.168.0.0/16	[Peer]	PublicKey
=	gN65BkIKy1eCE9pP1wdc8ROUtkHLF2PfAqYdyYBz6EA=	AllowedIPs	=	10.10.10.230/32	And	a	client	computer	might	have	this	simpler	configuration:	[Interface]	PrivateKey	=	gI6EdUSYvn8ugXOt8QQD6Yc+JyiZxIhp3GInSWRfWGE=	ListenPort	=	21841	[Peer]	PublicKey	=	HIgo9xNzJMWLKASShiTqIybxZ0U3wGLiUeJ1PKf8ykw=	Endpoint	=
192.95.5.69:51820	AllowedIPs	=	0.0.0.0/0	In	the	server	configuration,	each	peer	(a	client)	will	be	able	to	send	packets	to	the	network	interface	with	a	source	IP	matching	his	corresponding	list	of	allowed	IPs.	For	example,	when	a	packet	is	received	by	the	server	from	peer	gN65BkIK...,	after	being	decrypted	and	authenticated,	if	its	source	IP	is
10.10.10.230,	then	it's	allowed	onto	the	interface;	otherwise	it's	dropped.	In	the	server	configuration,	when	the	network	interface	wants	to	send	a	packet	to	a	peer	(a	client),	it	looks	at	that	packet's	destination	IP	and	compares	it	to	each	peer's	list	of	allowed	IPs	to	see	which	peer	to	send	it	to.	For	example,	if	the	network	interface	is	asked	to	send	a
packet	with	a	destination	IP	of	10.10.10.230,	it	will	encrypt	it	using	the	public	key	of	peer	gN65BkIK...,	and	then	send	it	to	that	peer's	most	recent	Internet	endpoint.	In	the	client	configuration,	its	single	peer	(the	server)	will	be	able	to	send	packets	to	the	network	interface	with	any	source	IP	(since	0.0.0.0/0	is	a	wildcard).	For	example,	when	a	packet
is	received	from	peer	HIgo9xNz...,	if	it	decrypts	and	authenticates	correctly,	with	any	source	IP,	then	it's	allowed	onto	the	interface;	otherwise	it's	dropped.	In	the	client	configuration,	when	the	network	interface	wants	to	send	a	packet	to	its	single	peer	(the	server),	it	will	encrypt	packets	for	the	single	peer	with	any	destination	IP	address	(since
0.0.0.0/0	is	a	wildcard).	For	example,	if	the	network	interface	is	asked	to	send	a	packet	with	any	destination	IP,	it	will	encrypt	it	using	the	public	key	of	the	single	peer	HIgo9xNz...,	and	then	send	it	to	the	single	peer's	most	recent	Internet	endpoint.	In	other	words,	when	sending	packets,	the	list	of	allowed	IPs	behaves	as	a	sort	of	routing	table,	and
when	receiving	packets,	the	list	of	allowed	IPs	behaves	as	a	sort	of	access	control	list.	This	is	what	we	call	a	Cryptokey	Routing	Table:	the	simple	association	of	public	keys	and	allowed	IPs.	Any	combination	of	IPv4	and	IPv6	can	be	used,	for	any	of	the	fields.	WireGuard	is	fully	capable	of	encapsulating	one	inside	the	other	if	necessary.	Because	all
packets	sent	on	the	WireGuard	interface	are	encrypted	and	authenticated,	and	because	there	is	such	a	tight	coupling	between	the	identity	of	a	peer	and	the	allowed	IP	address	of	a	peer,	system	administrators	do	not	need	complicated	firewall	extensions,	such	as	in	the	case	of	IPsec,	but	rather	they	can	simply	match	on	"is	it	from	this	IP?	on	this
interface?",	and	be	assured	that	it	is	a	secure	and	authentic	packet.	This	greatly	simplifies	network	management	and	access	control,	and	provides	a	great	deal	more	assurance	that	your	iptables	rules	are	actually	doing	what	you	intended	for	them	to	do.	Built-in	Roaming	The	client	configuration	contains	an	initial	endpoint	of	its	single	peer	(the	server),
so	that	it	knows	where	to	send	encrypted	data	before	it	has	received	encrypted	data.	The	server	configuration	doesn't	have	any	initial	endpoints	of	its	peers	(the	clients).	This	is	because	the	server	discovers	the	endpoint	of	its	peers	by	examining	from	where	correctly	authenticated	data	originates.	If	the	server	itself	changes	its	own	endpoint,	and
sends	data	to	the	clients,	the	clients	will	discover	the	new	server	endpoint	and	update	the	configuration	just	the	same.	Both	client	and	server	send	encrypted	data	to	the	most	recent	IP	endpoint	for	which	they	authentically	decrypted	data.	Thus,	there	is	full	IP	roaming	on	both	ends.	Ready	for	Containers	WireGuard	sends	and	receives	encrypted
packets	using	the	network	namespace	in	which	the	WireGuard	interface	was	originally	created.	This	means	that	you	can	create	the	WireGuard	interface	in	your	main	network	namespace,	which	has	access	to	the	Internet,	and	then	move	it	into	a	network	namespace	belonging	to	a	Docker	container	as	that	container's	only	interface.	This	ensures	that
the	only	possible	way	that	container	is	able	to	access	the	network	is	through	a	secure	encrypted	WireGuard	tunnel.	Learning	More	Consider	glancing	at	the	commands	&	quick	start	for	a	good	idea	of	how	WireGuard	is	used	in	practice.	There	is	also	a	description	of	the	protocol,	cryptography,	&	key	exchange,	in	addition	to	the	technical	whitepaper,
which	provides	the	most	detail.	About	The	Project	WireGuard	is	divided	into	several	repositories	hosted	in	the	ZX2C4	Git	Repository	and	elsewhere.	Consult	the	project	repository	list.	IRC	Discussions	If	you're	having	trouble	setting	up	WireGuard	or	using	it,	the	best	place	to	get	help	is	the	#wireguard	IRC	channel	on	Libera.Chat.	We	also	discuss
development	tasks	there	and	plan	the	future	of	the	project.	Mailing	List	Get	involved	in	the	WireGuard	development	discussion	by	joining	the	mailing	list.	This	is	where	all	development	activities	occur.	Submit	patches	using	git-send-email,	similar	to	the	style	of	LKML.	If	you'd	like	to	contact	us	privately	for	a	particular	reason,	you	may	reach	us	at
team@wireguard.com.	Keep	in	mind,	though,	that	"support"	requests	are	much	better	suited	for	our	IRC	channel.	Please	report	any	security	issues	to,	and	only	to,	security@wireguard.com.	Do	not	send	non-security-related	issues	to	this	email	alias.	Do	not	send	security-related	issues	to	different	email	addresses.	License	The	kernel	components	are
released	under	the	GPLv2,	as	is	the	Linux	kernel	itself.	Other	projects	are	licensed	under	MIT,	BSD,	Apache	2.0,	or	GPL,	depending	on	context.	Much	more	information	may	be	found	in	the	technical	whitepaper.	For	just	a	quick	&	dirty	overview,	read	onward	here.	Primitives	The	following	protocols	and	primitives	are	used:	Connection-less	Protocol
Any	secure	protocol	requires	some	state	to	be	kept,	so	there	is	an	initial	very	simple	handshake	that	establishes	symmetric	keys	to	be	used	for	data	transfer.	This	handshake	occurs	every	few	minutes,	in	order	to	provide	rotating	keys	for	perfect	forward	secrecy.	It	is	done	based	on	time,	and	not	based	on	the	contents	of	prior	packets,	because	it	is
designed	to	deal	gracefully	with	packet	loss.	There	is	a	clever	pulse	mechanism	to	ensure	that	the	latest	keys	and	handshakes	are	up	to	date,	renegotiating	when	needed,	by	automatically	detecting	when	handshakes	are	out	of	date.	It	uses	a	separate	packet	queue	per	host,	so	that	it	can	minimize	packet	loss	during	handshakes	while	providing	steady
performance	for	all	clients.	In	other	words,	you	bring	the	device	up,	and	everything	else	is	handled	for	you	automatically.	You	don't	need	to	worry	about	asking	it	to	reconnect	or	disconnect	or	reinitialize,	or	anything	of	that	nature.	The	following	timers	are	at	play:	A	handshake	initiation	is	retried	after	REKEY_TIMEOUT	+	jitter	ms,	if	a	response	has
not	been	received,	where	jitter	is	some	random	value	between	0	and	333	ms.	If	a	packet	has	been	received	from	a	given	peer,	but	we	have	not	sent	one	back	to	the	given	peer	in	KEEPALIVE	ms,	we	send	an	empty	packet.	If	we	have	sent	a	packet	to	a	given	peer	but	have	not	received	a	packet	after	from	that	peer	for	KEEPALIVE	+	REKEY_TIMEOUT
ms,	we	initiate	a	new	handshake.	All	ephemeral	private	keys	and	symmetric	session	keys	are	zeroed	out	after	REJECT_AFTER_TIME	*	3	ms	if	no	new	keys	have	been	exchanged.	After	sending	a	packet,	if	the	number	of	packets	sent	using	that	key	exceeds	REKEY_AFTER_MESSAGES,	we	initiate	a	new	handshake.	After	sending	a	packet,	if	the	sender
was	the	original	initiator	of	the	handshake	and	if	the	current	session	key	is	REKEY_AFTER_TIME	ms	old,	we	initiate	a	new	handshake.	If	the	sender	was	the	original	responder	of	the	handshake,	we	do	not	reinitiate	a	new	handshake	after	REKEY_AFTER_TIME	ms	like	the	original	initiator	does.	After	receiving	a	packet,	if	the	receiver	was	the	original
initiator	of	the	handshake	and	if	the	current	session	key	is	REKEY_AFTER_TIME	-	KEEPALIVE_TIMEOUT	-	REKEY_TIMEOUT	ms	old,	we	initiate	a	new	handshake.	Handshakes	are	only	initiated	once	every	REKEY_TIMEOUT	ms,	with	this	strict	rate	limiting	enforced.	Packets	are	dropped	if	the	session	counter	is	greater	than
REJECT_AFTER_MESSAGES	or	if	its	key	is	older	than	REJECT_AFTER_TIME	ms.	After	REKEY_ATTEMPT_TIME	ms	of	trying	to	initiate	a	new	handshake,	the	retries	give	up	and	cease,	and	clear	all	existing	packets	queued	up	to	be	sent.	If	a	packet	is	explicitly	queued	up	to	be	sent,	then	this	timer	is	reset.	Future	work	involves	adjusting
REKEY_TIMEOUT	to	use	exponential	back-off.	After	a	handshake	is	completed,	with	a	message	from	initiator	to	responder	and	then	responder	back	to	initiator,	the	initiator	may	then	send	encrypted	session	packets,	but	the	responder	cannot.	The	responder	must	wait	to	use	the	new	session	until	it	has	recieved	one	encrypted	session	packet	from	the
initiator,	in	order	to	provide	key	confirmation.	Thus,	until	the	responder	receives	that	first	packet	using	the	newly	established	session,	it	must	either	queue	up	packets	to	be	sent	later,	or	use	the	previous	session,	if	one	exists	and	is	valid.	Therefore,	after	the	initiator	receives	the	response	from	the	responder,	if	it	has	no	data	packets	immediately
queued	up	to	send,	it	should	send	an	empty	packet,	so	as	to	provide	this	confirmation.	Key	Exchange	and	Data	Packets	WireGuard	uses	the	Noise_IK	handshake	from	Noise,	building	on	the	work	of	CurveCP,	NaCL,	KEA+,	SIGMA,	FHMQV,	and	HOMQV.	All	packets	are	sent	over	UDP.	The	key	exchange	has	these	nice	properties:	Avoids	key-compromise
impersonation	Avoids	replay	attacks	Perfect	forward	secrecy	Achieves	"AKE	security"	Identity	hiding	If	an	additional	layer	of	symmetric-key	crypto	is	required	(for,	say,	post-quantum	resistance),	WireGuard	also	supports	an	optional	pre-shared	key	that	is	mixed	into	the	public	key	cryptography.	When	pre-shared	key	mode	is	not	in	use,	the	pre-shared
key	value	used	below	is	assumed	to	be	an	all-zero	string	of	32	bytes.	For	the	following	packet	descriptions,	refer	to	these	functions:	DH(private	key,	public	key):	Curve25519	point	multiplication	of	private	key	and	public	key,	returning	32	bytes	of	output	DH_GENERATE():	generate	a	random	Curve25519	private	key,	returning	32	bytes	of	output
RAND(len):	return	len	random	bytes	of	output	DH_PUBKEY(private	key):	calculate	a	Curve25519	public	key	from	private	key,	returning	32	bytes	of	output	AEAD(key,	counter,	plain	text,	auth	text):	ChaCha20Poly1305	AEAD,	as	specified	in	RFC7539,	with	its	nonce	being	composed	of	32	bits	of	zeros	followed	by	the	64-bit	little-endian	value	of	counter
XAEAD(key,	nonce,	plain	text,	auth	text):	XChaCha20Poly1305	AEAD,	with	a	random	24-byte	nonce	AEAD_LEN(plain	len):	plain	len	+	16	HMAC(key,	input):	HMAC-Blake2s(key,	input,	32),	returning	32	bytes	of	output	MAC(key,	input):	Keyed-Blake2s(key,	input,	16),	returning	16	bytes	of	output	HASH(input):	Blake2s(input,	32),	returning	32	bytes	of
output	TAI64N():	TAI64N	timestamp	of	current	time	which	is	12	bytes	CONSTRUCTION:	the	UTF-8	value	Noise_IKpsk2_25519_ChaChaPoly_BLAKE2s,	37	bytes	IDENTIFIER:	the	UTF-8	value	WireGuard	v1	zx2c4	Jason@zx2c4.com,	34	bytes	LABEL_MAC1:	the	UTF-8	value	mac1----,	8	bytes	LABEL_COOKIE:	the	UTF-8	value	cookie--,	8	bytes	The
initiator	sends	this	message:	msg	=	handshake_initiation	{	u8	message_type	u8	reserved_zero[3]	u32	sender_index	u8	unencrypted_ephemeral[32]	u8	encrypted_static[AEAD_LEN(32)]	u8	encrypted_timestamp[AEAD_LEN(12)]	u8	mac1[16]	u8	mac2[16]	}	The	fields	are	populated	as	follows:	initiator.chaining_key	=	HASH(CONSTRUCTION)
initiator.hash	=	HASH(HASH(initiator.chaining_key	||	IDENTIFIER)	||	responder.static_public)	initiator.ephemeral_private	=	DH_GENERATE()	msg.message_type	=	1	msg.reserved_zero	=	{	0,	0,	0	}	msg.sender_index	=	little_endian(initiator.sender_index)	msg.unencrypted_ephemeral	=	DH_PUBKEY(initiator.ephemeral_private)	initiator.hash	=
HASH(initiator.hash	||	msg.unencrypted_ephemeral)	temp	=	HMAC(initiator.chaining_key,	msg.unencrypted_ephemeral)	initiator.chaining_key	=	HMAC(temp,	0x1)	temp	=	HMAC(initiator.chaining_key,	DH(initiator.ephemeral_private,	responder.static_public))	initiator.chaining_key	=	HMAC(temp,	0x1)	key	=	HMAC(temp,	initiator.chaining_key	||
0x2)	msg.encrypted_static	=	AEAD(key,	0,	initiator.static_public,	initiator.hash)	initiator.hash	=	HASH(initiator.hash	||	msg.encrypted_static)	temp	=	HMAC(initiator.chaining_key,	DH(initiator.static_private,	responder.static_public))	initiator.chaining_key	=	HMAC(temp,	0x1)	key	=	HMAC(temp,	initiator.chaining_key	||	0x2)	msg.encrypted_timestamp
=	AEAD(key,	0,	TAI64N(),	initiator.hash)	initiator.hash	=	HASH(initiator.hash	||	msg.encrypted_timestamp)	msg.mac1	=	MAC(HASH(LABEL_MAC1	||	responder.static_public),	msg[0:offsetof(msg.mac1)])	if	(initiator.last_received_cookie	is	empty	or	expired)	msg.mac2	=	[zeros]	else	msg.mac2	=	MAC(initiator.last_received_cookie,
msg[0:offsetof(msg.mac2)])	When	the	responder	receives	this	message,	he	decrypts	and	does	all	the	above	operations	in	reverse,	so	that	the	state	is	identical.	The	responder	sends	this	message,	after	processing	the	first	message	above	and	applying	the	same	operations	to	arrive	at	an	identical	state:	msg	=	handshake_response	{	u8	message_type	u8
reserved_zero[3]	u32	sender_index	u32	receiver_index	u8	unencrypted_ephemeral[32]	u8	encrypted_nothing[AEAD_LEN(0)]	u8	mac1[16]	u8	mac2[16]	}	The	fields	are	populated	as	follows:	responder.ephemeral_private	=	DH_GENERATE()	msg.message_type	=	2	msg.reserved_zero	=	{	0,	0,	0	}	msg.sender_index	=
little_endian(responder.sender_index)	msg.receiver_index	=	little_endian(initiator.sender_index)	msg.unencrypted_ephemeral	=	DH_PUBKEY(responder.ephemeral_private)	responder.hash	=	HASH(responder.hash	||	msg.unencrypted_ephemeral)	temp	=	HMAC(responder.chaining_key,	msg.unencrypted_ephemeral)	responder.chaining_key	=
HMAC(temp,	0x1)	temp	=	HMAC(responder.chaining_key,	DH(responder.ephemeral_private,	initiator.ephemeral_public))	responder.chaining_key	=	HMAC(temp,	0x1)	temp	=	HMAC(responder.chaining_key,	DH(responder.ephemeral_private,	initiator.static_public))	responder.chaining_key	=	HMAC(temp,	0x1)	temp	=	HMAC(responder.chaining_key,
preshared_key)	responder.chaining_key	=	HMAC(temp,	0x1)	temp2	=	HMAC(temp,	responder.chaining_key	||	0x2)	key	=	HMAC(temp,	temp2	||	0x3)	responder.hash	=	HASH(responder.hash	||	temp2)	msg.encrypted_nothing	=	AEAD(key,	0,	[empty],	responder.hash)	responder.hash	=	HASH(responder.hash	||	msg.encrypted_nothing)	msg.mac1	=
MAC(HASH(LABEL_MAC1	||	initiator.static_public),	msg[0:offsetof(msg.mac1)])	if	(responder.last_received_cookie	is	empty	or	expired)	msg.mac2	=	[zeros]	else	msg.mac2	=	MAC(responder.last_received_cookie,	msg[0:offsetof(msg.mac2)])	When	the	initiator	receives	this	message,	he	decrypts	and	does	all	the	above	operations	in	reverse,	so	that	the
state	is	identical.	Data	Keys	Derivation	After	the	above	two	messages	have	been	exchanged,	keys	are	calculated	by	the	initiator	and	responder	for	sending	and	receiving	data:	temp1	=	HMAC(initiator.chaining_key,	[empty])	temp2	=	HMAC(temp1,	0x1)	temp3	=	HMAC(temp1,	temp2	||	0x2)	initiator.sending_key	=	temp2	initiator.receiving_key	=
temp3	initiator.sending_key_counter	=	0	initiator.receiving_key_counter	=	0	temp1	=	HMAC(responder.chaining_key,	[empty])	temp2	=	HMAC(temp1,	0x1)	temp3	=	HMAC(temp1,	temp2	||	0x2)	responder.receiving_key	=	temp2	responder.sending_key	=	temp3	responder.receiving_key_counter	=	0	responder.sending_key_counter	=	0	And	then	all
previous	chaining	keys,	ephemeral	keys,	and	hashes	are	zeroed	out.	The	initiator	and	the	responder	exchange	this	packet	for	sharing	encapsulated	packet	data:	msg	=	packet_data	{	u8	message_type	u8	reserved_zero[3]	u32	receiver_index	u64	counter	u8	encrypted_encapsulated_packet[]	}	The	fields	are	populated	as	follows:	msg.message_type	=	4
msg.reserved_zero	=	{	0,	0,	0	}	msg.receiver_index	=	little_endian(responder.sender_index)	encapsulated_packet	=	encapsulated_packet	||	zero	padding	in	order	to	make	the	length	a	multiple	of	16	counter	=	initiator.sending_key_counter++	msg.counter	=	little_endian(counter)	msg.encrypted_encapsulated_packet	=	AEAD(initiator.sending_key,
counter,	encapsulated_packet,	[empty])	The	responder	uses	his	responder.receiving_key	to	read	the	message.	DoS	Mitigation	We	require	authentication	in	the	first	handshake	message	sent	because	it	does	not	require	allocating	any	state	on	the	server	for	potentially	unauthentic	messages.	In	fact,	the	server	does	not	even	respond	at	all	to	an
unauthorized	client;	it	is	silent	and	invisible.	The	handshake	avoids	a	denial	of	service	vulnerability	created	by	allowing	any	state	to	be	created	in	response	to	packets	that	have	not	yet	been	authenticated.	This,	however,	introduces	the	issue	of	having	authentication	in	the	first	packet:	it	is	always	open	to	a	replay	attack.	An	attacker	could	replay	initial
handshake	messages	to	trick	the	server	into	regenerating	its	ephemeral	key,	thereby	disconnecting	the	legitimate	client	connection	(though	not	affecting	the	security	of	any	messages).	For	that	reason,	we	include	a	TAI64N	timestamp	in	the	first	message.	The	server	keeps	track	of	the	greatest	timestamp	received	per	client	and	discards	packets
containing	timestamps	less	than	or	equal	to	it.	If	the	server	restarts	and	loses	this	state,	that	is	not	a	problem:	an	initial	packet	from	earlier	can	be	replayed,	but	it	could	not	possibly	disrupt	any	ongoing	sessions,	since	the	server	has	just	restarted.	Once	clients	reconnect	to	the	server	after	its	restart,	they	will	be	using	greater	timestamps,	invalidating
the	previous	ones.	This	timestamp	ensures	that	an	attacker	can't	disrupt	a	current	session	between	client	and	server.	Furthermore,	computing	the	DH()	function	is	CPU	intensive.	In	order	to	fend	off	a	CPU-exhaustion	attack,	if	the	server	is	under	load,	it	may	choose	to	not	process	handshake	messages,	but	instead	respond	with	a	cookie	reply	packet.
In	order	for	the	server	to	remain	silent	unless	it	receives	a	valid	packet,	while	under	load,	all	messages	are	required	to	have	a	MAC	that	combines	the	receiver's	public	key	and	optionally	the	PSK	as	the	MAC	key.	When	the	server	is	under	load,	it	will	only	accept	packets	that	additionally	have	a	second	MAC	of	the	prior	bytes	of	the	message	that	utilize
the	cookie	as	the	MAC	key.	We	therefore	compute	msg.mac1	and	msg.mac2	as	seen	in	the	handshake	messages	above.	Cookies	expire	after	two	minutes	and	are	a	MAC	of	the	sender's	IP	address	using	a	changing	(every	two	minutes)	server	secret	as	the	MAC	key.	This	allows	for	proof	of	IP	ownership,	which	can	then	be	rate	limited	properly.	The
server,	after	computing	these	MACs	as	well	and	comparing	them	to	the	ones	received	in	the	message,	must	reject	messages	with	an	invalid	msg.mac1	and	when	under	load	must	reject	messages	with	an	invalid	msg.mac2.	Cookie	Reply	Packet	As	mentioned	above,	when	a	message	with	a	valid	msg.mac1	is	received,	but	msg.mac2	is	all	zeros	or	invalid
and	the	server	is	under	load,	the	server	may	send	a	cookie	reply	packet	as	follows:	msg	=	packet_cookie_reply	{	u8	message_type	u8	reserved_zero[3]	u32	receiver_index	u8	nonce[24]	u8	encrypted_cookie[AEAD_LEN(16)]	}	msg.message_type	=	3	msg.reserved_zero	=	{	0,	0,	0	}	msg.receiver_index	=	little_endian(initiator.sender_index)	msg.nonce	=
RAND(24)	cookie	=	MAC(responder.changing_secret_every_two_minutes,	initiator.ip_address)	msg.encrypted_cookie	=	XAEAD(HASH(LABEL_COOKIE	||	responder.static_public),	msg.nonce,	cookie,	last_received_msg.mac1)	Nonce	Reuse	&	Replay	Attacks	Nonces	are	never	reused.	A	64bit	counter	is	used,	and	cannot	be	wound	backward.	UDP,
however,	sometimes	delivers	messages	out	of	order.	For	that	reason	we	use	a	sliding	window,	in	which	we	keep	track	of	the	greatest	counter	received	and	a	window	of	roughly	2000	prior	values,	checked	after	verifying	the	authentication	tag.	This	avoids	replay	attacks	while	ensuring	nonces	are	never	reused	and	that	UDP	can	maintain	out-of-order
delivery	performance.	The	"DiffServ"	bits	in	an	IP	packet	are	generally	split	into	two	portions:	one	describing	the	quality	of	service,	via	the	DSCP	value,	and	the	other	containing	bits	used	for	Explicit	Congestion	Notification	(ECN).	All	handshake	packets	have	a	DSCP	value	of	0x88	(AF41),	so	that	these	packets	are	the	least	likely	to	be	dropped,	as
they're	essential	for	the	control	functionality	of	the	tunnel,	and	the	ECN	is	set	to	00.	All	transport	data	packets	have	a	DSCP	value	of	0,	because	the	DSCP	value	of	the	inner	packet	is	never	copied	to	the	outer	packet,	so	that	we	don't	leak	information	about	the	data	inside	the	encrypted	inner	packet.	However,	we	do	copy	the	ECN	bits	to	and	from	the
inner	packets,	in	accordance	with	the	logic	described	in	RFC6040.	Windows	[7,	8.1,	10,	11,	2008R2,	2012R2,	2016,	2019,	2022]	Download	Windows	InstallerBrowse	MSIs	macOS	[app	store]	Download	from	App	Store	$	sudo	apt	install	wireguard	Android	[play	store	&	direct	apk	file]	Download	from	Play	StoreDownload	APK	File	iOS	[app	store]
Download	from	App	Store	Users	with	Debian	releases	older	than	Bullseye	should	enable	backports.	$	sudo	dnf	install	wireguard-tools	$	sudo	urpmi	wireguard-tools	$	sudo	pacman	-S	wireguard-tools	Users	of	kernels	<	5.6	may	also	choose	wireguard-lts	or	wireguard-dkms+linux-headers,	depending	on	which	kernel	is	used.	$	sudo	zypper	install
wireguard-tools	$	sudo	slackpkg	install	wireguard-tools	#	apk	add	-U	wireguard-tools	The	wireguard-modules	ebuild	also	exists	for	compatibility	with	older	kernels.	#	cave	resolve	-x	wireguard	boot.extraModulePackages	=	[	config.boot.kernelPackages.wireguard	];	environment.systemPackages	=	[	pkgs.wireguard	pkgs.wireguard-tools	];	$	nix-env	-iA
nixpkgs.wireguard-tools	Further	installation	and	configuration	instructions	may	be	found	on	the	wiki.	#	dnf	install	oraclelinux-developer-release-el8	#	dnf	config-manager	--disable	ol8_developer	#	dnf	config-manager	--enable	ol8_developer_UEKR6	#	dnf	config-manager	--save	--setopt=ol8_developer_UEKR6.includepkgs='wireguard-tools*'	#	dnf
install	wireguard-tools	Method	1:	the	easiest	way	is	via	ELRepo's	pre-built	module:	$	sudo	yum	install	$	sudo	yum	install	kmod-wireguard	wireguard-tools	Method	2:	users	running	non-standard	kernels	may	wish	to	use	the	DKMS	package	instead:	$	sudo	yum	install	$	sudo	subscription-manager	repos	--enable	codeready-builder-for-rhel-8-$(arch)-rpms
$	sudo	yum	copr	enable	jdoss/wireguard	$	sudo	yum	install	wireguard-dkms	wireguard-tools	Method	1:	a	signed	module	is	available	as	built-in	to	CentOS's	kernel-plus:	$	sudo	yum	install	yum-utils	epel-release	$	sudo	yum-config-manager	--setopt=centosplus.includepkgs="kernel-plus,	kernel-plus-*"	--setopt=centosplus.enabled=1	--save	$	sudo	sed	-e
's/^DEFAULTKERNEL=kernel-core$/DEFAULTKERNEL=kernel-plus-core/'	-i	/etc/sysconfig/kernel	$	sudo	yum	install	kernel-plus	wireguard-tools	$	sudo	reboot	Method	2:	the	easiest	way	is	via	ELRepo's	pre-built	module:	$	sudo	yum	install	elrepo-release	epel-release	$	sudo	yum	install	kmod-wireguard	wireguard-tools	Method	3:	users	running	non-
standard	kernels	may	wish	to	use	the	DKMS	package	instead:	$	sudo	yum	install	epel-release	$	sudo	yum	config-manager	--set-enabled	PowerTools	$	sudo	yum	copr	enable	jdoss/wireguard	$	sudo	yum	install	wireguard-dkms	wireguard-tools	#	yum	install	oraclelinux-developer-release-el7	#	yum-config-manager	--disable	ol7_developer	#	yum-config-
manager	--enable	ol7_developer_UEKR6	#	yum-config-manager	--save	--setopt=ol7_developer_UEKR6.includepkgs='wireguard-tools*'	#	yum	install	wireguard-tools	Method	1:	the	easiest	way	is	via	ELRepo's	pre-built	module:	$	sudo	yum	install	$	sudo	yum	install	kmod-wireguard	wireguard-tools	Method	2:	users	running	non-standard	kernels	may
wish	to	use	the	DKMS	package	instead:	$	sudo	yum	install	$	sudo	curl	-o	/etc/yum.repos.d/jdoss-wireguard-epel-7.repo	$	sudo	yum	install	wireguard-dkms	wireguard-tools	Method	1:	a	signed	module	is	available	as	built-in	to	CentOS's	kernel-plus:	$	sudo	yum	install	yum-utils	epel-release	$	sudo	yum-config-manager	--
setopt=centosplus.includepkgs=kernel-plus	--enablerepo=centosplus	--save	$	sudo	sed	-e	's/^DEFAULTKERNEL=kernel$/DEFAULTKERNEL=kernel-plus/'	-i	/etc/sysconfig/kernel	$	sudo	yum	install	kernel-plus	wireguard-tools	$	sudo	reboot	Method	2:	users	wishing	to	stick	with	the	standard	kernel	may	use	ELRepo's	pre-built	module:	$	sudo	yum
install	epel-release	elrepo-release	$	sudo	yum	install	yum-plugin-elrepo	$	sudo	yum	install	kmod-wireguard	wireguard-tools	Method	3:	users	running	non-standard	kernels	may	wish	to	use	the	DKMS	package	instead:	$	sudo	yum	install	$	sudo	curl	-o	/etc/yum.repos.d/jdoss-wireguard-epel-7.repo	$	sudo	yum	install	wireguard-dkms	wireguard-tools	#
pkg_add	wireguard-tools	#	pkg	install	wireguard-tools	#	xbps-install	-S	wireguard-tools	wireguard-dkms	#	apk	add	wireguard-tools	wireguard-module	BR2_PACKAGE_WIREGUARD_LINUX_COMPAT=y	BR2_PACKAGE_WIREGUARD_TOOLS=y	$	sudo	dpkg	-i	wireguard-{type}-{version}.deb	First	download	the	correct	prebuilt	file	from	the	release
page,	and	then	install	it	with	dpkg	as	above.	BR2_PACKAGE_WIREGUARD_TOOLS=y	BR2_PACKAGE_WIREGUARD=y	#	mps	kur	wireguard-tools	wireguard-linux-compat	$	brew	install	wireguard-tools	or	$	port	install	wireguard-tools	See	the	cross-platform	documentation	for	more	information.	***	Move	on	to	the	quick	start	walkthrough.	***	Or,	if
your	distribution	isn't	listed	above,	you	may	easily	compile	from	source	instead,	a	fairly	simple	procedure.	WireGuard	is	divided	into	several	sub-projects	and	repositories.	The	following	is	a	list	of	official	and	supported	WireGuard	projects,	along	with	their	status	and	maintainer.	Most	repositories	are	hosted	on	git.zx2c4.com	using	free	software,	though
some	are	hosted	on	GitHub,	at	the	preference	of	the	maintainer.	Repositories	have	an	associated	status:	Complete:	The	repo	completes	its	goal	mostly	and	is	actively	maintained.	There	is	still	much	todo,	of	course,	and	we're	always	looking	for	contributors.	Complete:	Complete,	as	above.	While	the	current	maintenance	is	healthy	and	solid,	we'd	be
happy	to	have	somebody	new	takeover	maintenance	of	it,	in	which	case,	please	get	in	touch.	Active:	Development	is	very	actively	underway	but	the	project	is	not	yet	complete.	Abandoned:	The	repo	does	not	accomplish	its	goal	entirely	and	has	no	active	maintainer.	If	you'd	like	to	pick	this	up,	please	get	in	touch.	The	project	accepts	contributions
through	a	variety	of	means,	depending	on	the	preference	of	the	maintainer:	:	Send	properly	formatted	patches	using	git-send-email	to	the	WireGuard	mailing	list.	:	Commit	directly	to	prefixed	feature	branches.	Email	us	to	receive	push	access	to	all	branches	that	begin	with	your	initials,	with	discussions	about	merging	on	IRC	(#wireguard	on



Libera.Chat)	or	on	the	mailing	list.	:	GitHub	pull	requests.	Similar	to	the	policies	of	kernel.org,	patches	submitted	should	have	a	Signed-off-by:	line,	which	can	be	automatically	added	via	git	commit	-s,	and	we	also	generally	prefer	patches	that	use	your	full	name.	Repository	Description	Maintainer	Status	Contrib	wireguard-linux	WireGuard	for	the
Linux	kernel.	Commits	in	the	devel	branch	are	staged	for	the	upstream	net-next	tree,	and	commits	in	the	stable	branch	are	staged	for	the	upstream	net	tree.	Commits	in	the	backport-5.4.y	are	rebased	against	Greg	KH's	stable	5.4.y	branch,	and	provide	a	backport	of	WireGuard	for	that	older	stable	kernel.	Jason	A.	Donenfeld	Complete	,	wireguard-
tools	Cross-platform	userspace	tools	to	configure	WireGuard	implementations,	such	as	the	wg(8)	and	wg-quick(8)	programs,	alongside	useful	other	programs	in	contrib/.	Jason	A.	Donenfeld	Complete	,	wireguard-linux-compat	Backports	of	the	WireGuard	kernel	module	for	Linux	to	3.10	≤	kernel	≤	5.5.y,	as	an	out-of-tree	module.	Jason	A.	Donenfeld
Complete	,	wireguard-rs	Cross-platform	high-performance	userspace	implementation	of	WireGuard	in	Rust.	Mathias	Hall-Andersen	Active	,	wireguard-go	Cross-platform	userspace	implementation	of	WireGuard	in	Go.	Jason	A.	Donenfeld	Complete	,	wireguard-hs	Sketches	of	WireGuard	in	Haskell.	Abandoned	wireguard-openbsd	OpenBSD	kernel
implementation	of	WireGuard.	Matt	Dunwoodie	Active	,	wireguard-freebsd	FreeBSD	kernel	implementation	of	WireGuard.	Jason	A.	Donenfeld	Active	,	wireguard-android	Android	client	of	WireGuard.	Jason	A.	Donenfeld	/	Harsh	Shandilya	Complete	,	android_kernel_wireguard	Tools	for	integrating	WireGuard	into	Android	ROM	builds	and	kernel	trees.
Jason	A.	Donenfeld	Complete	,	android-wireguard-module-builder	Builder	for	modules	for	various	Android	devices.	Nathan	Chancellor	Active	wireguard-apple	macOS	and	iOS	client	of	WireGuard.	Jason	A.	Donenfeld	Complete	,	wireguard-windows	Windows	client	of	WireGuard.	Jason	A.	Donenfeld	/	Simon	Rozman	Complete	,	wireguard-nt	WireGuard
implementation	for	the	Windows	NT	kernel.	Jason	A.	Donenfeld	/	Simon	Rozman	Complete	,	wireguard-tamarin	Tamarin	proof	of	WireGuard.	Kevin	Milner	/	Jason	A.	Donenfeld	Complete	,	wintun	Layer	3	TUN	driver	for	the	Windows	kernel	and	NDIS	stack.	Jason	A.	Donenfeld	/	Simon	Rozman	Complete	,	wg-dynamic	Dynamic	configuration	daemons	to
be	layered	on	top	of	WireGuard.	Thomas	Gschwantner	Active	,	wireguard-vyatta-ubnt	Module,	tools,	and	Vyatta	integration	for	Ubiquiti	devices.	Pascal	Vorwerk	Complete	wgctrl-go	Library	for	programmatic	control	of	WireGuard	instances	in	Go.	Matt	Layher	Complete	zinc	Next-generation	cryptography	library	for	the	Linux	kernel.	Jason	A.	Donenfeld
/	Samuel	Neves	Complete	,	kbench9000	In-kernel	cryptography	measurement	module.	Jason	A.	Donenfeld	Active	,	Would	you	like	to	add	your	WireGuard-related	project	to	the	list	and	join	our	team?	Feel	free	to	get	in	touch.
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