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Article: 100006818 Last Published: 2022-05-23 Ratings: 82 8 Product(s): InfoScale & Storage Foundation This article is a reference for numerous Cluster Server (VCS) commands. Solution LLT and GABLLT and GAB filesLLT and GAB CommandsGAB Port Memberbership Cluster daemonsCluster Log FilesStarting and Stopping the clusterCluster
StatusCluster Details UsersSystem OperationsDynamic ConfigurationService GroupsService Group Operations ResourcesResource OperationsResource TypesResource AgentsResource Agent Operations LLT & GAB VCS uses two components, LLT and GAB, to share data over the private networks among systems.These components provide the
performance and reliability required by VCS. LLT LLT (Low Latency Transport) provides fast, kernel-to-kernel comms and monitors network connections. The system admin configures the LLT by creating a configuration file (llttab) that describes the systems in the cluster and private network links among them. The LLT runs in layer 2 of the network
stack. GAB GAB (Group membership and Atomic Broadcast) provides the global message order required to maintain a synchronised state among the systems, and monitors disk comms such as that required by the VCS heartbeat utility. The system admin configures GAB driver by creating a configuration file ( gabtab). LLT and GAB files /etc/llthosts
The file is a database, containing one entry per system, that links the LLT system ID with the hosts name. The file is identical on each server in the cluster. /etc/llttab The file contains information that is derived during installation and is used by the utility lltconfig. /etc/gabtab The file contains the information needed to configure the GAB driver. This
file is used by the gabconfig utility. /etc/VRTSvcs/conf/config/main.cf The VCS configuration file. The file contains the information that defines the cluster and its systems. gabconfig -c Configure the driver for use -n Number of systems in the cluster. -a Ports currently in use -x Manually seed node (careful when manually seeding as you can create 2
separate clusters) LLT and GAB Commands Verifying that links are active for LLT lltstat -n verbose output of the lltstat command lltstat -nvv | more open ports for LLT lltstat -p display the values of LLT configuration directives lltstat -c lists information about each configured LLT link lltstat -1 List all MAC addresses in the cluster lltconfig -a list stop
the LLT running lltconfig -U start the LLT lltconfig -c verify that GAB is operating gabconfig -a Note: port a indicates that GAB is communicating, port h indicates that VCS is started. stop GAB running gabconfig -U start GAB gabconfig -c start GAB with a set number of nodes gabconfig -c -n override the seed values in the gabtab file gabconfig -c -x
GAB Port Memberbership List Membership gabconfig -a Unregister port f /opt/VRTS/bin/fsclustadm cfsdeinit Port Function a gab driver b I/O fencing (designed to guarantee data integrity) d ODM (Oracle Disk Manager) f CFS (Cluster File System) h VCS (VERITAS Cluster Server: high availability daemon) o VCSMM driver (kernel module needed for
Oracle and VCS interface) g QuickLog daemon v CVM (Cluster Volume Manager) w vxconfigd (module for cvm) y kernel-tokernel communication used for I/O shipping. Cluster daemons High Availability Daemon had Companion Daemon hashadow Resource Agent daemon Agent Web Console cluster management daemon CmdServer Cluster Log Files
Log Directory /var/VRTSvcs/log primary log file (engine log file) /var/VRTSvcs/log/engine A.log Agent logs /var/VRTSvcs/log/ A.log Starting and Stopping the cluster "-stale" instructs the engine to treat the local config as stale "-force" instructs the engine to treat a stale config as a valid one hastart [-stale|-force] Bring the cluster into running mode
from a stale state using the configuration file from a particular server. hasys -force Stop the cluster on the local server. Note: This will also bring any clustered resources offline. hastop -local Stop cluster on local server but evacuate (failover) the application/s to another node within the cluster. hastop -local -evacuate Stop the cluster on all nodes but
leave the clustered resources online. hastop -all -force Cluster Status display cluster summary hastatus -summary continually monitor cluster hastatus verify the cluster is operating hasys -display Cluster Details information about a cluster haclus -display value for a specific cluster attribute haclus -value modify a cluster attribute haclus -modify Enable
LinkMonitoring haclus -enable LinkMonitoring Disable LinkMonitoring haclus -disable LinkMonitoring Users add a user hauser -add modify a user hauser -update delete a user hauser -delete display all users hauser -display System Operations add a system to the cluster hasys -add delete a system from the cluster hasys -delete Modify a system
attributes hasys -modify list a system state hasys -state Force a system to start hasys -force Display the systems attributes hasys -display [-sys] List all the systems in the cluster hasys -list Change the load attribute of a system hasys -load Display the value of a systems nodeid (/etc/lithosts) hasys -nodeid Freeze a system (No offlining system, No groups
onlining) hasys -freeze [-persistent][-evacuate] Note: main.cf must be in write mode Unfreeze a system ( reenable groups and resource back online) hasys -unfreeze [-persistent] Note: main.cf must be in write mode Dynamic Configuration The VCS configuration must be in read/write mode in order to make changes. When in read/write mode
theconfiguration becomes stale, a .stale file is created in $VCS CONF/conf/config. When the configuration is putback into read-only mode the .stale file is removed. Change configuration to read/write mode haconf -makerw Change configuration to read-only mode haconf -dump -makero Check what mode cluster is running in haclus -display |grep -i
'readonly' 0 = write mode 1 = read only mode Check the configuration file hacf -verify /etc/VRTS/conf/config Note: you can point to any directory as long as it has main.cf and types.cf convert a main.cf file into cluster commands hacf -cftocmd /etc/VRTS/conf/config -dest /tmp convert a command file into a main.cf file hacf -cmdtocf /tmp -dest
/etc/VRTS/conf/config Service Groups add a service group haconf -makerw hagrp -add groupw hagrp -modify groupw SystemList sunl 1 sun2 2 hagrp -autoenable groupw -sys sunl haconf -dump -makero delete a service group haconf -makerw hagrp -delete groupw haconf -dump -makero change a service group haconf -makerw hagrp -modify groupw
SystemlList sunl 1 sun2 2 sun3 3 haconf -dump -makero Note: use the "hagrp -display " to list attributes list the service groups hagrp -list list the groups dependencies hagrp -dep list the parameters of a group hagrp -display display a service group's resource hagrp -resources display the current state of the service group hagrp -state clear a faulted
non-persistent resource in a specific grp hagrp -clear [-sys] Change the system list in a cluster. # remove the host hagrp -modify grp zlnrssd SystemlList -delete # add the new host (don't forget to state its position) hagrp -modify grp_zlnrssd SystemlList -add 1 # update the autostart list hagrp -modify grp zlnrssd AutoStartList Service Group
Operations Start a service group and bring its resources online hagrp -online -sys Stop a service group and takes its resources offline hagrp -offline -sys Switch a service group from system to another hagrp -switch -to Enable all the resources in a group hagrp -enableresources Disable all the resources in a group hagrp -disableresources Freeze a
service group (disable onlining and offlining) hagrp -freeze [-persistent] note: use the following to check "hagrp -display | grep TFrozen" Unfreeze a service group (enable onlining and offlining) hagrp -unfreeze [-persistent] note: use the following to check "hagrp -display | grep TFrozen" Enable a service group. Only Enabled groups canbe brought
online. haconf -makerw hagrp -enable [-sys] haconf -dump -makero Note to check run the following command "hagrp -display | grep Enabled" Disable a service group. Stop from bringing online. haconf -makerw hagrp -disable [-sys] haconf -dump -makero Note to check run the following command "hagrp -display | grep Enabled" Flush a service group
and enable corrective action. hagrp -flush -sys Resources add a resource haconf -makerw hares -add appDG DiskGroup groupw hares -modify appDG Enabled 1 hares -modify appDG DiskGroup appdg hares -modify appDG StartVolumes 0 haconf -dump -makero delete a resource haconf -makerw hares -delete haconf -dump -makero change a resource
haconf -makerw hares -modify appDG Enabled 1 haconf -dump -makero Note: list parameters "hares -display " change a resource attribute to be globally wide hares -global change a resource attribute to be locally wide hares -local list the parameters of a resource hares -display list the resources hares -list list the resource dependencies hares -dep
Resource Operations Online a resource hares -online [-sys] Offline a resource hares -offline [-sys] display the state of a resource( offline, online, etc) hares -state display the parameters of a resource hares -display Offline a resource and propagate the command to its children hares -offprop -sys Cause a resource agent to immediately monitor the
resource hares -probe -sys Clearing a resource (automatically initiates the onlining) hares -clear [-sys] Resource Types Add a resource type hatype -add Remove a resource type hatype -delete List all resource types hatype -list Display a resource type hatype -display List a partitcular resource type hatype -resources Change a particular resource types
attributes hatype -value Resource Agents add a agent pkgadd -d . remove a agent pkgrm change a agent n/a list all ha agents haagent -list Display agents run-time information i.e has it started, is it running ? haagent -display Display agents faults haagent -display |grep Faults Resource Agent Operations Start an agent haagent -start [-sys] Stop an
agent haagent -stop [-sys] Rating submitted. Please provide additional feedback (optional): Translation: You signed in with another tab or window. Reload to refresh your session. You signed out in another tab or window. Reload to refresh your session. You switched accounts on another tab or window. Reload to refresh your session. Dismiss alert
Instantly share code, notes, and snippets. Clone this repository at <script src=" quot;></script> Save miticojo/904b419b209f0ef5d97722f349a96f12 to your computer and use it in GitHub Desktop. Clone this repository at <script src=" quot;></script> Save miticojo/904b419b209f0ef5d97722f349a96f12 to your computer and use it in GitHub
Desktop. Linux Cluster commands cheat sheet You cant perform that action at this time. middleware:cluster:pacemaker:index.html Middleware Knowlege Formation Note Pacemaker + Corosync recommend Pacemaker + Heartbeat Versinon3 Package Note pacemaker Pacemaker is an Open Source, High Availability resource manager suitable for
both small and large clusters. corosync cluster.conf pcs a full cluster lifecycle configuration shell and web based GUI. You must start pacemaker for pcs commands. Commands Operation Note pcs status pcs status --fullcrm mon -1 Check Status pcs config Check Configuration pcs property list Check Cluster Properties pcs cluster cib Check
Configuration with XML pcs status nodes Check Note Status Commands Operation Note pcs cluster start --all start cluster with two node start pacemaker and corosync pcs cluster start SERVERI1 start cluster with one node, SERVERI1 start pacemaker and corosync pcs cluster stop --all stop cluster stop pacemaker and corosync pcs cluster stop
SERVERI stop cluster with one node, SERVERI1 stop pacemaker and corosync pcs cluster enalbe --all auto start pcs cluster stop SERVER1 --force stop cluster on only one node pcs cluster kill Forcibly stop cluster pcs cluster standby SERVER1 change to standby Cluster SERVER1 to SERVER2 pcs cluster unstandby SERVER1 change to unstandby
Commands Operation Note pcs disalbe XXXX stop resource pcs enable XXXX start resource Commands Operation Note pcs cluster sync Sync corosync.conf pcs cluster destroy Delete Configuration Deleted /var/lib/pacemaker/cib/cib.xml, too.Deleted /etc/cluster/cluster.conf, too. pcs cluster cib output.cib Output Configuration pcs -f output.cib
COMMAND Change Configuration pcs cluster cib-push output.cib Input Configuration Commands Operation pcs resource group list The following command lists all currently configured resource groups pcs resource group add group name resource id You create a resource group with the following command If the group does not exist, this command
creates the group. If the group exists, this command adds additional resources to the group. pcs resource group remove group name resource id You remove a resource from a group with the following command. If there are no resources in the group, this command removes the group itself. pcs resource show pcs resource group list pcs resource
show RESCOURCE pcs cluster corosync check node and totem pcs stonith show RESOURCE pcs constraint list check the resource order Ref. nodel/2# yum install pacemaker corsyncnodel/2# yum install pcs fence-agents-allnodel/2# systemctl enable pcsdnodel/2# systemctl start pcsd nodel/2# echo redhat |passwd --stdin haclusternodel# pcs
cluster auth -u hacluster -p redhat serverl server2nodel# pcs cluster setup --start --name test-cluster --wait for all=0 serverl server2--wait for all=0 : If it is 1node, start cluster.nodel# pcs status # pcs property listCluster Properties: cluster-infrastructure: corosync cluster-name: test-cluster dc-version: 1.1.16-al4efad default-resource-stickiness:
INFINITY have-watchdog: false no-quorum-policy: ignore stonith-enabled: false# pcs property set stonith-enabled=false# pcs property set default-resource-stickiness="INFINITY" Even if the number of clusters has not reached the required minimum number, no special action is taken and management of all nodes is continued.# pcs property set no-
quorum-policy=ignore STONITH (Shoot The Other Node In The Head) #pcs stonith list#pcs stonith describe XXXXX#pcs stonith list#pcs stonith describe XXXXX## unique name fence agent target node device addr options# pcs stonith create fence serverl fence ilo4 pcmk host list="server2-ilo" ipaddr="xx.xx.xx.xx" action="reboot" login="admin"
passwd="secret" delay=15 op monitor interval=60s# pcs stonith create fence server2 fence ilo4 pcmk host list="server2-ilo" ipaddr="xx.xx.xx.xx" action="reboot" login="admin" passwd="secret" op monitor interval=60sIf you dont't use Fence, You can do action="off".# pcs stonith show stonith-ilo4-serverl (stonith:fence ilo4): Started stonith-ilo4-
server2 (stonith:fence ilo4): Started #pcs property --all |grep -E "stonith-enabled|stonith-action" stonith-action: reboot stonith-enabled: true# pcs stonith fence server2-> server2 is rebooted.# pcs resource disable RESOURCE_STONITH# pcs resource enable RESOURCE_STONITH disable auto failoverlt is failovered with manual operation or node
down.'migration-threshold' is retry number of resource restart.pcs resource defaults resource-stickiness="INFINITY" migration-threshold="0" set virtual IP addresspcs resource create ipfront ocf:heartbeat:IPaddr2 ip=192.168.40.xx cidr netmask=24 nic="eth0" op monitor interval=10spcs resource create ipmaintenance ocf:heartbeat:IPaddr2
ip=192.168.50.xx cidr netmask=24 nic="eth1" op monitor interval=10s pcs resource create httpd systemd:httpd --group zabbix-grouppcs resource create php-fpm systemd:php-fpm --group zabbix-grouppcs resource create zabbix-server systemd:zabbix-server --group zabbix-group /etc/init.d/mysqldpcs resource create mysql 1sb:mysqld op monitor
interval=60spcs resource update mysql op start interval=30s timeout=15 on-fail=ignorepcs resource update mysql op stop interval=0s timeout=15 on-fail=ignore pcs constraint order frontip then maintenanceippcs constraint order maintenanceip then mysqlpcs resource group add mysqglgroup frontip maintenanceip mysql# pcs resouce delete
XXXX# pcs resource cleanup res_stonith _ipmilan01 # pcs config backup /tmp/ date +%Y%m%d™~ "uname -n° pcs_config backup# pcs config restore /tmp/ date +%Y%m%d™ “uname -n°_pcs_config backup.tar.bz2 /etc/corosync/corosync.conf/etc/corosync/corosync.conf.exampleIn AWS EC2, You must use UDP Unicast insted of UDP Multicast in
corosync.Sample Configuration : /etc/corosync/corosync.conf.example.udpu middleware/cluster/pacemaker/index.html.txt Last modified: 2023/04/10 by admin #Monitor Pod statuswatch oc get pods #Gather information of a pod deployment with more detailsoc get pods -o wide #do not show inactive Podsoc get pods --show-all=false #show all
resourcesoc get alloc get podsoc get serviceoc get routeoc get secretsoc get configmapoc get limitrangesoc get resourcequotaoc get hpa dc/dcnameoc get pvoc get pvcoc get nodesoc get ingressoc get networkpolicy #Get Openshift Console Addressoc whoami show-console #Copy a local folder to app Pod under the folder /opt/jbossoc cp ./file
app:/opt/jboss#Create a ConfigMap from fileoc create configmap my-config --from-file=config.properties oc create secret generic my-secret --from-file=secret.key #Create a ConfigMap/Secret from literalsoc create configmap my-config --from-literal=foo=bar --from-literal=app=bluoc create secret generic my-secret --from-literal=secret.key=value
#Set a ConfigMap/Secret in a deploymentoc set env deployment/my-deployment --from configmap/my-configoc set env deployment/my-deployment --from secret/my-secret # Update deployment green with a new environment variableoc set env dc/green STORAGE DIR=/local # List the environment variables defined on all podsoc set env pods --all --
list # Import environment from a secretoc set env --from=secret/mysecret dc/myapp #Get Nodes listoc get nodes #Check on which Node your Pods are runningoc get pods -o wide #List all pods which are running on a Nodeoc adm manage-node nodel.fgdn --list-pods ( fqdn = fully qualified domain name) #Add a label to a Nodeoc label node
nodel.fqdn label=value #Remove a label from a Nodeoc label node nodel.fqdn label- #create a PersistentVolumeClaimoc set volume dc/ --add --name=shared-storage \-t pvc --claim-mode=ReadWriteMany --claim-size=1Gi \--claim-name=shared-storage --claim-class=ocs-storagecluster-cephfs \--mount-path=/opt/app-root/src/uploaded \-n shared-
storage #Manual deployment$ oc rollout latest #Pause automatic deployment rolloutoc rollout pause dc # Resume automatic deployment rolloutoc rollout resume dc #Define resource requests and limits in DeploymentConfigoc set resources deployment nginx --limits=cpu=200m,memory=512Mi --requests=cpu=100m,memory=256Mi #Define
livenessProve and readinessProve in DeploymentConfigoc set probe dc/nginx --readiness --get-url=http://:8080/healthz --initial-delay-seconds=100c set probe dc/nginx --liveness --get-url=http://:8080/healthz --initial-delay-seconds=10 #Scale the number of Pods to 5oc scale dc/nginx --replicas=5 #Define Horizontal Pod Autoscaler (hpa)oc autoscale dc
nginx --max=4 min=2 --cpu-percent=60 #Create route with default hostnameoc expose service # Create Route and expose it through a custom Hostnameoc expose service --hostname #Read the Route Host attributeoc get route my-route -o jsonpath --template="{.spec.host}"Oroc get route -n #Common Troubleshootingoc delete all -1 key=valueoc get
alloc describe pod oc describe node oc get nodes -L oc label node key=valueoc get endpoints -n oc describe node | grep -i taintoc get eventsoc get dc -o yamloc rollout latest hellooc logs oc expose service hello --hostname=hello.apps.lab.example.comoc debug pod oc edit service oc edit deployment oc edit ingress oc edit route oc adm cordon ( to mark
the node unschedulable ) You must log in to join this conversation. The Linux HA cluster for RedHat and CentOS 7 is very different fromthe one for the previous versions. It is based on projectsvery popular opensource as pacemaker and corosync.All operations on the cluster, including installation and configuration, resource managementand
administrative tasks are made using one command as root, pcs (pacemaker configuration system).HA Cluster BasicsA cluster is two or more computers (called nodes or members) that work together to perform a task. There are four major types of clusters:- High availability- Storage- Load balancing- High performance High availability (HA) clusters
provide highly available services by eliminating single points of failureand by failing over services from one cluster node to another in case a node becomes inoperative.A high availability cluster must maintain data integrity as one cluster node takes over control of a servicefrom another cluster node.Node failures in a high availability cluster are not
visible from clients outside the cluster.The RedHat Enterprise Linjux High Availability Add-On provides high availability clusteringthrough its High Availability Service Management component, Pacemaker.The cluster infrastructure performs the following functions:Cluster management, Lock management, Fencing, Cluster configuration
management.QuorumlIn order to maintain cluster integrity and availability, cluster systems use a concept known as quorum to prevent data corruption and loss. A cluster has quorum when more than half of the cluster nodes are online. To mitigate the chance of data corruption due to failure, Pacemaker by default stops all resources if the cluster does
not have quorum.Quorum is established using a voting system. When a cluster node does not function as it should or loses communication with the rest of the cluster, the majority working nodes can vote to isolate and, if needed, fence the node for servicing.FencingIn a cluster system, there can be many nodes working on several pieces of vital
production data. Nodes in a busy, multi-node cluster could begin to act erratically or become unavailable, prompting action by administrators. The problems caused by errant cluster nodes can be mitigated by establishing a fencing policy.Fencing is the disconnection of a node from the cluster's shared storage. Fencing cuts off I/O from shared
storage, thus ensuring data integrity. The cluster infrastructure performs fencing through the STONITH facility. STONITHShoot the Other Node in the Head (STONITH)acts as a cluster resource in Pacemaker that processes fence requests, forcefully powering down nodes and removing them from the cluster to ensure data integrity.It's often deployed
in conjunction with a power switch, or an integrated remote management board,or others fence devices, managed by fence agents.Redhat Cluster Core Components:Resource Manager - Pacemaker provides the brain that processes and reacts to events regarding the cluster (nodes joining or leaving, failures, maintenance and scheduled
activities).Pacemaker reacts moving resources, stopping nodes and even forcing shutdown.Low-level infrastructure - Corosync provide reliable messaging, membership and quorum information about the cluster.Resource Agents - Resource agents (RA) are nothing but a scripts that start, stop and monitor them.Pacemakers key components:Cluster
Information Base (CIB)It uses XML format file (cib.xml) to represent the cluster configuration and current state of cluster to all thenodes. This file be kept in sync across all the nodes and it's used by PEngine to compute ideal state of the clusterand how it should be achieved.Cluster Configuration Management (PCSd). The pcsd service manage the
configurationof the cluster in CIB, and receives commands by cli and gui tools.Cluster Resource Management daemon (CRMd)List of instruction will feed to the Designated Controller (DC).Pacemaker centralizes all cluster decisionmaking by electing one of the CRMd instances to act as a master. If one CRMd instance fails, automaticallynew one will
establish.Local Resource Management daemon (LRMd)LRMd is responsible to hear the instruction from PEngine.Policy Engine (PEngine or PE)PEngine uses the CIB XML file to determine the cluster state and recalculate the ideal cluster state based onthe unexpected results.Fencing daemon (STONITHA)If any node misbehaves, it better to turned off
instead of corrupting the data on shared storage. STONITHoffers fencing mechanism in RHEL 7.STONITH is configured in CIB and can be monitored as a normal cluster resource.Config files:/etc/corosync/corosync.conf - membership and quorum configuration /var/lib/pacemaker/crm/cib.xml - cluster node and resource configuration.Log
files:/var/log/pacemaker.log/var/log/cluster/corosync.log/var/log/pcsd/pcsd.log/var/log/messages (look for pengine, crmd, ...)Resources and GroupsA cluster resource is anything that is managed by the cluster.There are different types of resource:Primitive It is a singular resource that can be managed by the cluster.That is the resource can be started
only once (es.VIP address)Clone resource that should be running on multiple nodes in the same timeMultiStake (aka master/slave) resource where one instance master and the other instance slave,cluster manages master and slave status (es. DRBD )Group A group of primitive (or clone). A resource group is a convenient wayof keeping resources
together.Resources in a group are always kept together on the same node,and they will also be started in the order in which they are listed in the group.There are six resource classes supported, as follows:OCF (Open Cluster Framework): extension of the LSB conventions for init scripts and is t:he most preferred resource class for use in the
clusterLSB (Linux Standard Base):standard Linux init scriptsSystemd: systemd commandFencing: fencing-related resourcesService: mixed cluster where nodes use the systemd, upstart, and Isb commandsNagios: Nagios pluginsOCF is the standard resource class in cluster and by far the most common.Default resource stickiness defines where a
resource should go after the original situation is restored.You can define that resource migrate back to original nodeor you can define the resource stays where it currently is running.Latter is recommended as in a cluster you should try to avoid migration of resources as much as possible.ConstraintsA constraint is a set of rules that defines how
resources (groups) should be loaded.Constraint Types:Location: A location constraint defines on which server a resource should be loaded ( or never be loades, with negative priorities)Colocation: A colocation constraint is used to define what specific resources should be loaded togetheror, alternatively, that they should never be loaded
together.Order: An order constraint is used to define a specific order.Order constraints are implicitin resource groups, but using order constraints may be more convenient, as you can define these between different types of resources. You could, for example, define that a resource group can only be loaded after some specific primitive has been
loaded first.ScoresWhen working with constraints, you can define priorities.To define priorities, scores are used.On every constraint, you can use a score from -1,000,000 (-INFINITY = may never happen )up to INFINITY (1,000,000 = must happen).To express that you never want a certain action to be performed, you can use a negative score.Any
score smaller than 0 will ban the resource from a node.====================================================================================== Al] operations on the cluster, including installationand configuration, resource managementand messagging are made usingone command as root #
pcswhere pcs mean peacemaker configuration system. pcs status - View cluster status. pcs config - View and manage cluster configuration. pcs cluster - Configure cluster options and nodes. pcs resource - Manage cluster resources. pcs stonith - Manage fence devices. pcs constraint - Manage resource constraints. pcs property - Manage pacemaker
properties. pcs node - Manage cluster nodes. pcs quorum - Manage cluster quorum settings. pcs alert - Manage pacemaker alerts. pcs pcsd - Manage pcs daemon. pcs acl - Manage pacemaker access control lists. pcs gdevice - Manage quorum device provider on the local host. pcs booth - Manage booth (cluster ticket manager).For details see alsoPCS
command reference manualAn alternative is using the pcsd Web User Interface to the url:https://:2224/with the same features and abilities as the command-line based pcs utility.Login with hacluster user and passwordCluster Installation and Configurationpackages installation:# yum install pcs -y# yum install fence-agents-all -y# echo CHANGE ME |
passwd --stdin hacluster# systemctl start pcsd# systemctl enable pcsdauthenticate nodes:# pcs cluster auth \nodel.example.com node2.example.com node3.example.comUsername: haclusterPassword:node2.example.com: Authorizednodel.example.com: Authorizednode3.example.com: Authorizedcreate and start new cluster:# pcs cluster setup ...for
example# pcs cluster setup --start --enable --name mycluster \nodel.example.com node2.example.com node3.example.comCreate a clusterpcs cluster setup [--start] [--local] --name cluster name nodel [ node2 ][...]JEnable cluster service (autoboot):# pcs cluster enable --allEnable cluster service on node[s]# pcs cluster enable [--all] [node]
[...]Disable cluster service on node[s]# pcs cluster disable [--all] [node] [...]Jcheck cluster status:# pcs status# pcs config# pcs cluster status# pcs quorum status# pcs resource show# crm_verify -L -V# crm_mon (crm_mon is a live monitor for crmd)destroy cluster# pcs cluster destroy start/stop cluster# pcs cluster start --all# pcs cluster stop --
allstart/stop node# pcs cluster start # pcs cluster stop Start the cluster# pcs cluster start [--all] [node] [...]Stop the cluster# pcs cluster stop [--all] [node] [...]Forcebly stop cluster service on a node# pcs cluster killmantainance of a node# pcs cluster standby # pcs cluster unstandby Put node in standby# pcs cluster standby Remove node from
standby# pcs cluster unstandby Set cluster property# pcs property set =disable fencingFor develepmont and testing until devices are configured(not in production!!):# pcs property set stonith-enabled=falsefirewalld configIf firewall is enabled (but is better disable): # firewall-cmd --permanent --add-service=high-availability # firewall-cmd --
reloadAdd New NodeOn all nodes:check hacluster user and password# systemctl status pcsdOn an active node:# pcs cluster auth rh7-nodo3.localdomain# pcs cluster node add rh7-nodo3.localdomainOn the new node# pcs cluster start # pcs cluster enableDisplay the configuration in xml style# pcs cluster cibDisplay the current status# pcs
statusDisplay the current cluster status# pcs cluster status# pcs cluster destroy [--all] Cluster node authentication# pcs cluster auth [node] [...]JAdd a node to cluster# pcs cluster node add [node]# pcs cluster node remove [node]RESOURCESResources and services are managed using # pcs resourcerelocate, enable and disable service groups: # pcs
resource move or # pcs resource relocate to move back # pcs resource clear resource allocation and movement can also be affected by setting up constraints. # pcs contraint Resource creation # pcs resource create To create resources, you need resource agents (RAs).A resource agent is like a service load script. # pcs resource list heartbeatfor
example resource typeocf:heartbeat:IPaddr2ocf:heartbeat:LVMocf:heartbeat:Filesystemocf:heartbeat:oracleocf:heartbeat:apacheoptions detail of a resource type or agent: # pcs resource describe Es. resource creation (vip) # pcs resource describe ocf:heartbeat:IPaddr2 # pcs resource create vip_cluster ocf:heartbeat:IPaddr2 ip=192.168.100.1 --
group myservices # pcs resource create apache-ip ocf:heartbeat:IPaddr2 ip=10.0.2.50 cidr netmask=24 # pcs resource showTROUBLESHOOTjournalctltail -f /var/log/messagestail -f /var/log/cluster/corosync.log # pcs resource debug-start # pcs resource debug-stop # pcs resource debug-monitor # pcs resource failcount show update configuration
or correct config errors: # pcs resource update to reset failcount: # pcs resource cleanup to move resource offf a node: # pcs resource move [ Jto start a resource (or group): # pcs resource enable to stop a resource (or group): # pcs resource disable GROUPScreate group and add a new resource: # pcs resource create --group delete resource # pcs
resource delete add a resource in a group # pcs resource group add # pcs resource group list # pcs resource listCONSTRAINTSA constraint is a set of rules that defines how resources (groups) should be loaded.add constraint to groups: # pcs constraint colocation add apache-group with ftp-group -10000 # pcs constraint order apache-group then ftp-
grouplf a resource is migrated off from a node using movewill enforce constraints -INFINITY on original node.You may have to use pcs resource clear to remove the constraintreset constraint on a resource ( or group): # pcs resource clear Resource command examples: # pcs resource cleanup g ora db1l # pcs resource clear g mysql # pcs resource
clear g ora dbl # pcs resource create vip_dbl ocf:heartbeat:IPaddr2 # pcs resource create vg dbl ocf:heartbeat:LVM # pcs resource create fs dbl ocf:heartbeat:Filesystem # pcs resource create ora_dbl ocf:heartbeat:oracle # pcs resource create Isnr db1 ocf:heartbeat:oralsnr # pcs resource create vip_db1l ocf:heartbeat:IPaddr2 ip=192.168.8.190
--group g _ora _dbl # pcs resource create vg dbl ocf:heartbeat:LVM volgrpname=vg db1 exclusive=true --group g ora dbl --group g ora db1l # pcs resource create fs db1l ocf:heartbeat:Filesystem device=/dev/vg db1/lv_dbl directory=/dbl fstype=ext4 --group g ora _db1l # pcs resource create ora_db1 ocf:heartbeat:oracle
home=/ora_dbl/oracle/11.2.0.4 monpassword=rhclumon monprofile=rhcluprofile monuser=RHCLUMON sid=db1 user=oradbl --group g ora dbl # pcs resource create lsnr db1l ocf:heartbeat:oralsnr home=/ora_db1l/oracle/12.1 listener=LISTDB1 sid=DB1 tns admin=/ora dbl/oracle/12.1/network/admin --group g ora_db1l # pcs resource delete
vip_ora_db1l # pcs resource describe Ipaddr2 # pcs resource describe mysql # pcs resource disable vip ora db1 # pcs resource enable g ora_dbl # pcs resource group add g ora dbl vip db1 --before ora db1 # pcs resource group remove g ora dbl ora dbl # pcs resource move g mysql # pcs resource move g ora_dbl # pcs resource status # pcs
resource show # pcs resource show db_mysql # pcs resource show Isnr db1 --full # pcs resource manage g ora dbl # pcs resource unmanage g ora dbl # pcs resource update ora db1l sid=dbl1Resource manipulationList Resource Agent (RA) classes# pcs resource standardsList available RAs# pcs resource agents ocf # pcs resource agents Isb #
pcs resource agents service # pcs resource agents stonith # pcs resource agentsFilter by provider# pcs resource agents ocf:pacemaker# pcs resource describe RA # pcs resource describe ocf:heartbeat:RACreate a resource# pcs resource create ClusterIP [Paddr2 ip=192.168.0.120 cidr netmask=32 params ip=192.168.122.120 cidr netmask=32 op
monitor interval=30s The standard and provider (ocf:heartbeat) are determined automatically since IPaddr2 is unique. The monitor operation is automatically created based on the agent's metadata.Delete a resource# pcs resource delete resourceidDisplay a resource# pcs resource show # pcs resource show ClusterIPStart a resource# pcs resource
enable ClusterIPStop a resource# pcs resource disable ClusterIP# pcs resource delete ClusterIPModify a resource# pcs resource update ClusterIP clusterip hash=sourceipDelete parameters for a given resource# pcs resource update ClusterIP ip=192.168.0.98List the current resource defaults# pcs resource rsc defaultSet resource defaults# pcs
resource rsc defaults resource-stickiness=100List the current operation defaults# pcs resource op defaultsSet operation defaults# pcs resource op defaults timeout=240sSet Colocation# pcs constraint colocation add ClusterIP with WebSite INFINITYWith roles# pcs constraint colocation add Started AnotherIP with Master WebSite INFINITYSet
ordering# pcs constraint order ClusterIP then WebSiteWith roles:# pcs constraint order promote WebSite then start AnotherIPSet preferred location# pcs constraint location WebSite prefers =50With roles:# pcs constraint location WebSite rule role=master 50 \#uname eq Move resources# pcs resource move WebSite # pcs resource clear
WebSiteA resource can also be moved away from a given node:# pcs resource ban Website pcmk-2Moving a resource sets a stickyness to -INF to a given node until unmovedAlso, pcs deals with constraints differently. These can be manipulated by the command above as well as the following and others# pcs constraint list --full # pcs constraint
remove cli-ban-Website-on-pcmk-1Set a resource failure threshold# pcs resource meta RA migration-threshold=3 Move default resource failure threshold# pcs resource meta default migration-threshold=3Show a resource failure countpcs resource failcount show RAReset a resource failure countpcs resource failcount reset RACreate a clone# pcs
resource clone ClusterIP globally-unique=true clone-max=2 clone-node-max=2To manage a resourcepcs resource manage RATo UNmanage a resourcepcs resource unmanage RASTONITH ADD FENCING DEVICE# ipmitool -H rh7-nodol-irmc -U admin -P password power on# fence ipmilan --ip=rh7-nodol-irmc.localdomain --username=admin --
password=password --action=statusStatus: ON# pcs stonith# pcs stonith describe fence ipmilan# pcs stonith create ipmi-fencingl fence ipmilan \pcmk host list="rh7-nodol.localdomain" \ipaddr=192.168.10.225 \login=admin passwd=password \op monitor interval=60s( pcmk host list list of machines controlled by this device )check and enable#
pcs stonith# pcs property set stonith-enabled=true# pcs stonith fence pcmk-2# stonith admin --reboot pcmk-2Display fencing resources# pcs stonith showpcs treats STONITH devices separately. # pcs stonith describe fence ipmilanList available fence agents#pcs stonith listAdd a filter to List available resource agents#pcs stonith list Setup
properties for STONITH# pcs property set no-quorum-policy=ignore # pcs property set stonith-action=poweroff # default is rebootCreate a fencing device#pcs stonith create stonith-rsa-nodeA fence rsa action=off ipaddr="nodeA rsa" login= passwd= pcmk host list=nodeA secure=trueDisplay fencing devices#pcs stonith showFence a node off#pcs

stonith fence Modify a fencing device#pcs stonith update stonithid [options]Display a fencing device options#pcs stonith describe Deleting a fencing device#pcs stonith delete stonithid=================================================================================0ther operationsBatch changes#
pcs cluster cib drbd cfg # pcs -f drbd_cfg resource create WebData ocf:linbit:drbd drbd resource=wwwdata \ op monitor interval=60s # pcs -f drbd _cfg resource master WebDataClone WebData master-max=1 master-node-max=1 \ clone-max=2 clone-node-max=1 notify=true # pcs cluster push cib
drbd cfg=================s=s=s=s==-=-s=sss-=osssssssssssssss=ss=================ReferencesRedHat documentation: ClusterLabs documentation: Created OnMay 25, 2021Last Updated OnJanuary 25, 2022byeditor /etc/corosync/corosync.conf config file for corosync cluster membership and quorum

/var/lib/pacemaker/crm/cib.xml config file for cluster nodes and resources Log files /var/log/cluster/corosync.log /var/log/pacemaker.log /var/log/pcsd/pcsd.log /var/log/messages used for some other services including crmd and pengine etc. Pacemaker Cluster Resources and Resource Groups A cluster resource refers to any object or service which is
managed by the Pacemaker cluster. A number of different resources are defined by Pacemaker: Primitive: this is the basic resource managed by the cluster. Clone: a resource which can run on multiple nodes simultaneously. MultiStake or Master/Slave: a resource in which one instance serves as master and the other as slave. A common example of
this is DRBD. Resource Group: this is a set of primitives or clone which is used to group resources together for easier admin. Resource Classes: OCF or Open Cluster Framework: this is the most commonly used resource class for Pacemaker clustersService: used for implementing systemd, upstart, and Isb commandsSystemd: used for systemd
commandsFencing: used for Stonith fencing resourcesNagios: used for Nagios pluginsL.SB or Linux Standard Base: these are for the older Linux init script operations. Now deprecated Resource stickiness: this refers to running a resource on the same cluster node even after some problem occurs with the node which is later rectified. This is advised
since migrating resources to other nodes should generally be avoided. ConstraintsConstraints: A set of rules that sets out how resources or resource groups should be started.Constraint Types: Location: A location constraint defines on which node a resource should run or not run, if the priority is set to minus -INFINITY.Colocation: A colocation
constraint defines which resources should be started together or not started together in the case of -INFINITYOrder: Order constraints define in which order resources should be started. This is to allow for pre-conditional services to be started first. Resource Order Priority Scores: These are used with the constraint types above. The priority score can
be set to a value between -1,000,000 (-INFINITY = the event will never happen) right up to INFINITY (1,000,000 = the event must happen). Any negative priority score will prevent the resource from running. Cluster Admin CommandsOn RedHat Pacemaker Clusters, the pcs command is used to manage the cluster.pcs stands for Pacemaker
Configuration System: pcs status View cluster status.pcs config View and manage cluster configuration.pcs cluster Configure cluster options and nodes.pcs resource Manage cluster resources.pcs stonith Manage fence devices.pcs constraint Manage resource constraints.pcs property Manage pacemaker properties.pcs node Manage cluster nodes.pcs
quorum Manage cluster quorum settings.pcs alert Manage pacemaker alerts.pcs pcsd Manage pcs daemon.pcs acl Manage pacemaker access control lists. Pacemaker Cluster Installation and Configuration Commands: To install packages: yum install pcs -yyum install fence-agents-all -y echo CHANGE ME | passwd stdin hacluster systemctl start
pcsdsystemctl enable pcsd To authenticate new cluster nodes: pcs cluster auth \nodel.example.com node2.example.com node3.example.comUsername: haclusterPassword:nodel.example.com: Authorizednode2.example.com: Authorizednode3.example.com: Authorized To create and start a new cluster:pcs cluster setup eg pcs cluster setup start
enable name mycluster \nodel.example.com node2.example.com node3.example.comTo enable cluster services to start on reboot: pcs cluster enable all To enable cluster service on a specific node[s]: pcs cluster enable [all] [node] [] To disable cluster services on a node[s]: pcs cluster disable [all] [node] [] To display cluster status: pcs statuspcs config
pcs cluster statuspcs quorum statuspcs resource showcrm verify -L -V crm_mon this is used as equivalent for the crmsh/crmd version of Pacemaker To delete a cluster:pcs cluster destroy To start/stop a cluster: pcs cluster start allpcs cluster stop all To start/stop a cluster node: pcs cluster start pcs cluster stop To carry out mantainance on a specific
node: pcs cluster standby Then to restore the node to the cluster service:pcs cluster unstandby To switch a node to standby mode: pcs cluster standby To restore a node from standby mode: pcs cluster unstandby To set a cluster property pcs property set = To disable stonith fencing: NOTE: you should usually not do this on a live production cluster!
pcs property set stonith-enabled=false To reenable the stonith fencing: pcs property set stonith-enabled=true To configure firewalling for the cluster: firewall-cmd permanent add-service=high-availabilityfirewall-cmd reload To add a node to the cluster: check hacluster user and password systemctl status pcsd Then on an active node: pcs cluster auth
node4.example.compcs cluster node add node4.example.com Then, on the new node: pcs cluster start pcs cluster enable To display the xml configuration pcs cluster cib To display current cluster status: pcs status To manage cluster resources: pcs resource To enable, disable and relocate resource groups: pcs resource move or alternatively with: pcs
resource relocate to locate the resource back to its original node: pcs resource clear pcs contraint To create a new resource: pcs resource create To create new resources, reference the appropriate resource agents or RAs. To list ocf resource types: (example below with ocf:heartbeat) pcs resource list heartbeat
ocf:heartbeat:IPaddr2ocf:heartbeat:LVMocf:heartbeat:Filesystemocf:heartbeat:oracleocf:heartbeat:apacheoptions detail of a resource type or agent: pcs resource describe pcs resource describe ocf:heartbeat:IPaddr2 pcs resource create vip cluster ocf:heartbeat:IPaddr2 ip=192.168.125.10 group myservicespcs resource create apache-ip
ocf:heartbeat:IPaddr2 ip=192.168.125.20 cidr netmask=24 To display a resource: pcs resource show Cluster TroubleshootingLogging functions: journalctl tail -f /var/log/messages tail -f /var/log/cluster/corosync.log Debug information commands: pcs resource debug-start pcs resource debug-stop pcs resource debug-monitor pcs resource failcount
show To update a resource after modification: pcs resource update To reset the failcount: pcs resource cleanup To remove a resource from a node: pcs resource move [ ] To start a resource or a resource group: pcs resource enable To stop a resource or resource group: pcs resource disable To create a resource group and add a new resource: pcs
resource create group To delete a resource: pcs resource delete To add a resource to a group: pcs resource group add pcs resource group list pcs resource list To add a constraint to a resource group: pcs constraint colocation add apache-group with ftp-group -100000pcs constraint order apache-group then ftp-group To reset a constraint for a
resource or a resource group: pcs resource clear To list resource agent (RA) classes: pcs resource standards To list available RAs: pcs resource agents ocf | service | stonith To list specific resource agents of a specific RA provider: pcs resource agents ocf:pacemaker To list RA information: pcs resource describe RA pcs resource describe
ocf:heartbeat:RA To create a resource: pcs resource create ClusterIP IPaddr2 ip=192.168.100.125 cidr netmask=24 params ip=192.168.125.100 cidr netmask=32 op monitor interval=60sTo delete a resource: pcs resource delete resourceid To display a resource (example with ClusterIP): pcs resource show ClusterIP To start a resource: pcs resource
enable ClusterIP To stop a resource: pcs resource disable ClusterIP To remove a resource: pcs resource delete ClusterIP To modify a resource: pcs resource update ClusterIP clusterip hash=sourceip To delete parameters for a resource (resource specific, here for ClusterIP): pcs resource update ClusterIP ip=192.168.100.25 To list the current
resource defaults: pcs resource rsc default To set resource defaults: pcs resource rsc defaults resource-stickiness=100 To list current operation defaults: pcs resource op defaults To set operation defaults: pcs resource op defaults timeout=240s To set colocation: pcs constraint colocation add ClusterIP with WebSite INFINITY To set colocation with
roles: pcs constraint colocation add Started AnotherIP with Master WebSite INFINITY To set constraint ordering: pcs constraint order ClusterIP then WebSite To display constraint list: pcs constraint list full To show a resource failure count: pcs resource failcount show RA To reset a resource failure count: pcs resource failcount reset RA To create a
resource clone: pcs resource clone ClusterIP globally-unique=true clone-max=2 clone-node-max=2 To manage a resource: pcs resource manage RA To unmanage a resource: pcs resource unmanage RA Fencing (Stonith) commands:ipmitool -H rh7-nodel-irmc -U admin -P password power on fence ipmilan ip=rh7-nodel-irmc.localdomain
username=admin password=password action=statusStatus: ONpcs stonith pcs stonith describe fence ipmilan pcs stonith create ipmi-fencingl fence ipmilan \pcmk host list=rh7-nodel.localdomain \ipaddr=192.168.100.125 \login=admin passwd=password \op monitor interval=60s pcs property set stonith-enabled=truepcs stonith fence pcmk-
2stonith admin reboot pcmk-2 To display fencing resources: pcs stonith show To display Stonith RA information: pcs stonith describe fence ipmilan To list available fencing agents: pcs stonith list To add a filter to list available resource agents for Stonith: pcs stonith list To setup properties for Stonith: pcs property set no-quorum-policy=ignore pcs
property set stonith-action=poweroff # default is reboot To create a fencing device: pcs stonith create stonith-rsa-nodel fence rsa action=off ipaddr=nodel rsa login= passwd= pcmk host list=nodel secure=true To display fencing devices: pcs stonith show To fence a node off from the rest of the cluster: pcs stonith fence To modify a fencing device:
pcs stonith update stonithid [options] To display fencing device options: pcs stonith describe To delete a fencing device: pcs stonith delete stonithd Skip to content Red Hat Linux CommandsRedHat Linux is a distribution of Linux operating systems developed by RedHat. It provides commands and tools of various categories such as system
configuration, security and identity, system information, software management, file and disk management and so on. The list of this article includes frequently used RedHat Linux commands of each category.System Configuration CommandsSystem configuration commands in Linux are used to manage and configure various settings of the operating
system, networking, storage devices etc. RedHat Linux provides a variety of tools and commands to configure the above aspects of the system. CommandsDescriptionsystem -config -*Configure various system settingssystem -confiq -*-tuiOpen text user interface version of system configuration toolsystem -confiq -printerConfigure printer
settingssystem -confiq -dateConfigure date and time settingstimedatectlView and modify systems date and timedateDisplays current date and time in the systems default formatntpdateManually synchronize systems clock with a specified NTP serverchronycMonitor and manage systems time synchronizationsystem -confiq -keyboardConfigure keyboard
settingslocalectlQuery and configure systems locale and keyboard settingsssh -keygenGenerate, manage and convert authentication keys System Information CommandsThe commands below help a user retrieve various information about the system such as system resources, running processes, connections, etc: CommandsDescriptionsubscription -
manager identityDisplay the identity of the currently subscribed system in Red Hats subscription management systemrhn registerRegister with Red Hat network Classic for software updates and supportsosreportCollect system diagnostic information for troubleshooting purposesdemidecodeDisplay hardware informationlstopoDisplay the topology of
the systems hardware, such as CPU cores and cacheslscpuDisplay information about the systems CPU architecturecat /proc/cpuinfoDisplay detailed information about the systems CPU Services CommandsService commands are used to start, stop, enable, disable and check the status of system services. The following list contains a few of them.
CommandsDescriptionchkconfig listDisplays the current status of servicesls /etc/init.d/Lists the available startup scriptssystemctl -at serviceDisplays a list of all available services on the systemls /etc/systemd/system/*.serviceLists all systemd unit files ending in .serviceservice status -allDisplays the status of all available system servicessystemctl -t
service state=activeDisplays a list of active services managed by systemdservice name startStarts the specified system serviceservice name stopStops the specified system servicesystemctl start name .serviceStarts the specified systemd servicesystemctl stop name .serviceStops the specified systemd servicechkconfig name onEnables the specified
service to start automatically at boot timechkconfig name offDisables the specified service from starting automatically at boot timesystemctl enable name.serviceEnables the specified systemd service to start automatically at boot timesystemctl disable name.serviceDisables the specified systemd service from starting automatically at boot timeservice
name statusDisplays the status of the specified system service File and Disk Management CommandsEvery Linux distro has a lot of file and disk management commands. The RedHat distro is no exception. These types of commands allow users to create, modify, delete, and mount files and directories: CommandsDescriptionxfsA file system format that
supports large file sizes, high scalability and fast performancegdiskManage GPT partition tablesssm_createCreates simple storage service volumes on AWSfdiskManage traditional MBR partition tablespartedManage partition tables including support for GPT and MBR formatsssm createCreate and manage SSM volumes on AWSmkswapFormat a
device or partition as swap spacemkfs.filesystem type (ext4, xfs)Format a device or partition with a specified file system type, such as ext4 or xfsxfs fsrDefragment XFS file systemsssm mountMount SSM volumes on AWSfsck (look for non-contiguous inodes)Check and repair the file system on a device or partition including checking for non-
contiguous inodesmountMount a file system to a specific directoryswapon -aActivate all defined swap deviceslvdisplayDisplay information about logical volumeslvsDisplay a summary of logical volumesvgdisplayDisplay information about volume groupsvgsDisplay a summary of volume groupspvdisplayDisplay information about physical
volumespvsDisplay a summary of physical volumesssm create (if backend in lvm)Create an SSM volume using Logical Volume Manager as the backend on AWSpvcreatelnitialize a physical volume for use with LVMvgcreateCreate a new volume group using one or more physical volumeslvcreateCreate a new logical volume within a volume

groupxfs growfsExpand an XFS file system after resizing a logical volume or partitionssm resizeResize an SSM volume on AWSvgextendAdd one or more physical volumes to an existing volume grouplvextendExpand the size of an existing logical volumelvreduceShrink the size of an existing logical volumessm checkCheck the health status of SSM
volumes on AWSshowmount -eDisplay the NFS exports on a given NFS serversystemctl reload nfs.serviceReload the configuration of the NFS servicechmodChange the permissions of a file or directorychownChange the owner of a file or directorychgrpChange the group ownership of a file or directoryumaskSet the default file creation
permissionschattrSet or remove file attributes such as making a file immutable or undeletablesetfaclModify file access control lists which allow fine-grained control over file permissions and access Software Management CommandsThis section includes the software management commands of Red Hat Linux. These commands are super helpful to
install, update and remove software packages from the system: CommandsDescriptionyum installlnstall packages and dependencies from configured repositoriesyum group installlnstall a group of related packages from configured repositoriesyum infoDisplay information about a specific package, including its version, size, and dependenciesyum
group infoDisplay information about a group of packages and their dependenciesyum updateUpdate installed packages to the latest available versionsyum upgradeUpgrade all packages on the system to their latest available versionssubscription -manager reposManage subscriptions and repositoriesrpm -qfDisplay the package name that owns a
specified fileyum provides filenames -globDisplay which package provides a specific file or featurerpm -q packagenameDisplay information about a specified package, including its version and architectureyum list installedDisplay a list of all installed packagesyum module installlnstall a specific module stream and its dependenciesyum module
infoDisplay information about a module, including its streams and profilesyum module remove module name:streamremove a specific module stream and its dependenciesyum module reset module:streamreset a specific module stream and remove all of its profilesyum module listDisplay a list of all available modules and their streamsrpm
checksigCheck RPM signature Resource Management CommandsThere are a variety of commands in RedHat Linux to monitor and manage system resources. They provide information about the systems resource allocation and performance issues: CommandsDescriptionstraceTraces system calls signals of a running programltraceTraces library calls
of a running programnice or reniceSets and modifies the priority of a running processtasksetAssigns a specific processor or a set of processors to a running processkillTerminate a running processpkillTerminate a process or processes by their name or other attributekillallTerminate all processes with a specific namessDisplays network connections
statistics and informationtunaTune system performancepcp atopMonitors system resources and performance, including CPU usage, memory usage, and disk I/OtopDisplays real-time information about the processes running on the systempsDisplays a snapshot of the processes running on the system, including process IDs, resource usage, and other



attributessarCollects and reports system activity data, including CPU usage, memory usage, disk I/O, and network activityiostatReports input/output statistics for block devices, including CPU utilization, I/O operations per secondvmstatDisplays virtual memory statistics, including systemwide statistics on CPU usage, memory usage, and disk
I/OmpstatReports processor-related statistics, including utilization, idle time, and other metricsnumastatReports non-uniform memory access allocation statistics for a systempcp dstatCollects system performance datapmiostatReports input/output statistics for block devices with advanced featuresdfReports disk usage statistics for a file system,
including the amount of free and used space Archieve CommandsThese types of commands are useful to create, manage, and extract files and directories from compressed archives. The below list contains only a few commands of this type: CommandsDescriptiontarCreate, extract and manage files in various archive formatscpioCreate or extract
archives in the cpio formatzipCompress files and directories into a .zip archive formatxzCompress and decompress files using .xz compression format Network CommandsRedHat Linux offers a wide range of network commands. These commands are useful for checking network connectivity, testing DNS resolution, diagnosing network issues, and so
on. The following commands are frequently used to manage and troubleshoot network-related problems: CommandsDescriptiondigQueries DNS servers to get DNS detailsnmcliManage network connectionsip addr showDisplay IP addresses and network information of the systemnmcli con showShow the available network connections and their
statusaddressSpecifies the IP address to assign to a network interfacenmcli con upBring up a network connectionnmcli con modModify a network connectionhostnamectl set-hostnameSet the systems hostnamenetstat -rnDisplay the systems routing tableroute -nShow the routing table of the systemtcpdump -iCapture and analyze network
traffictcpdumpCapture and analyze network packetspingTest connectivity between two network hoststelnetConnect to a remote host using the Telnet protocolnslookupQuery DNS servers to get information about domain names and IP addressesnetstatDisplay network connections and routing tables Kernel, Boot and Hardware Management
CommandsCommands of this section are crucial to update the kernel, configure boot options and manage hardware resources etc. The brief list below may help a user quickly recall important commands to perform the above tasks: CommandsDescriptionappend 1 or s or rd.breakAdds kernel boot parameters to modify the default behavior during boot
processinit=/bin/bashTells the init process to start a bash shellshutdownStops the system and powers it offsystemctl poweroffShuts down the system and turns off the powerpoweroffShuts down the system and turns off the powersystemctl haltHalts the system and leaves it powered onhaltHalts the system and leaves it powered onsystemctl
rebootReboots the systemrebootReboots the systemsystemctl set -defaultSets the default for the system at the boot timegrub2 -mkconfigRegenerate GRUB configuration filegrub -set -defaultSets the default GRUB entrylshwDisplays detailed information about the systems hardware configurationmodprobeAdd or remove kernel modules from the Linux
kerneludevDynamic device management system for Linuxsysctl -aDisplays kernel parameters and their valuesmodprobe -rRemove kernel modules from the Linux kernelrpm -q kernel uname -rDisplay information about the installed kernel version User Management CommandsUse RedHat user management commands to create, modify, and delete
users and groups, as well as to manage user privileges. Frequently used commands of this type are listed below: CommandsDescriptionsystem -config -userManage user and group accountsgnome -control -centerManage system settingsuseraddCreate a new useruserdelDelete a user accountusermodModify an existing user accountvipwEdit
/etc/passwd fileidDisplay user and group ID informationgroupaddCreate a new groupgroupdelDelete a groupgroupmodModify an existing group/etc/groupStores group informationpasswdChange a users passwordvisudoEdit /etc/sudoers filechageManage password expiration and aging policieswDisplay information about logged-in users Security and
Identity CommandsCommands of this section are used to monitor system activity, configure security settings and protect against unauthorized access. The following brief list of commands will help a user to perform the above tasks quite easily: CommandsDescriptionsemanageManage SELinux policy modules and configurationsetseboolModify SElinux
boolean valuessystem -config -selinuxManage SELinux policy settingsrestoreconRestore default SELinux security contexts on files and directorieschconModify SELinux security contexts on files and directoriessealertAnalyze SELinux audit logs and provide recommendations for policy changesauthconfigConfigure various system authentication
settings, including LDAP and Kerberosauthconfiq -tuiLaunch the text-based user interface version of the authconfig toolauthconfiq -gtkLaunch the graphical user interface version of the authconfig toolauthselectConfigure authentication settings for local users and servicesgetendRetrieve system account information, including user and group
information Conclusionln conclusion, the RedHat Linux commands cheat sheet provides a quick reference for accessing various commands of different categories. It can be handy for any users to execute necessary commands in the quickest amount of time.People Also AskWhat is the top command in redhat?The top command is a tool in Red Hat
Linux that shows you real-time info about how many resources are being used, how many processes are running, and other important system info. It works on a bunch of different Unix-like systems.How to check system information in redhat Linux?To check system information in Red Hat Linux, you can use multiple commands like hostnamectl,
uname, df, free, uptime etc.How to check server model in redhat Linux?To check server model in Red Hat Linux, you can run sudo dmidecode command in your redhat terminal.What are the red hat Linux commands?Red hat Linux commands are the useful commands used in red hat based Linux distributions. They are:system -config -*: Configure
various system settings.system -confiq -*-tui: Open text user interface version of system configuration tool.system -confiq -printer: Configure printer settings.system -confiq -date: Configure date and time settings.timedatectl: View and modify systems date and time.date: Displays current date and time in the systems default format.ntpdate: Manually
synchronize systems clock with a specified NTP server.xfs: A file system format that supports large file sizes, high scalability and fast performance.gdisk: Manage GPT partition tables.ssm create: Creates simple storage service volumes on AWS.fdisk: Manage traditional MBR partition tables.
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